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fhasa 1. O paHHOM pyKoBoACTBE

ITa rnaBa KpaTKo ONMCbIBAaeT Ha3HAYeHWe AaHHOro PYKOBOACTBA U AaeT YMTaTento
npeactaB/ieHNe 0 TOM, Kak UCMO/1b30BaTb AaHHbIN AOKYMEHT A8 MaKCMMaibHO BbICTPOro
OOCTUXNKEHMA Hanaydllero pesynbTaTa.

1. Uenb

2. AyautopuAa pykoBoacTBa

3. 0O603HayeHun

4. TexHuyeckaa nogaepkKa

5. TepmuHbl U COKpaLLeHna
1.1 Uenb

[laHHOe PyKOBOACTBO COCTaBAeHO Ans 6a3oBbix mogeneit Mo3nuTpoH VR, u A0MKHO 6bITb
MCMNONb30BaHO KaK PYKOBOACTBO K AEMCTBUIO B NPOLLECCE HACTPOMKU U YCTaHOBKe
NPOMbILNEHHOro MmapLipyTnsatopa NosntpoH VR

1.2 Ayautopua pyKoBoAaCTBa

[aHHOe pyKoBOACTBO aZpecoBaHo NoaaM, UMetoLMm 6a3oBble 3HaHMA B 0bnactu
KOMMbIOTEPHbIX, CETEBbLIX U 3/IEKTPOHHbIX TEXHONOTUIA U APYTUM KOMNETEHTHLIM NNLAM,
YCTaHaBAMBAIOLMM M HAacTPaMBatOLLMM NPOMBbILAEHHbIA MapLpyTM3aTop Mo3utpoH VR.

1.3 UHPopmauua o BepcUax

MporpammHoe M annapaTtHoe obecneyeHue MPOMbIW/IEHHbIM 3G  MapLipyTM3aTop
MosutpoH VR moxeT ObiTb pgopabotaH 4nda Haubonblwero yAoOBAETBOPEHMA
noTpebHOCTEN PbiHKA B 0OLEM M KOHKPETHbIX 3aKa34yMKOB B YAaCTHOCTWU. B HacToswwmii
MOMEHT CYLIecTByeT ABe Bepcum ycTpoicTBa. OAHAKO, AaHHble O BEpPCcUAX B 3TOM
pYyKOBOACTBE MOTYT 6bITb HE aKTya/ibHbl M3-332 BO3MOHOCTWU BbIXOZa HOBbIX BEPCUIA
YCTPOMCTBA C MOMEHTA HanncaHua 4aHHOro PyKOBOACTBA

Tabnuua 1.1: UcTopus nsmeHeHuU

Bepcua McnpasneHo OTpen [aTa nameHeHuA OnuncaHune
3G120 2010-2-23 basoBas
3G121 2010-3-17 [JnHammyeckasn

MapLipyT13aums
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1.4. O603HayYeHuA

[na 6onee BbICTPOro NPoOYTEHUA AAHHOrO PYKOBOACTBA, NpeasiaraeéM 03HaKOMMUTLCA CO
cneayowmMMmmn 0603HauYeHNAMM, NPUHATBIMU ONA HEKOTOPbIX NMOHATUIA, MKOHOK, 3aMETOK,
npeaynpexaeHnin o 6e30nNacHOCTM W COBETOB, KOTOPble MOABAAIOTCA B [AaHHOM

pyKkoBoacTBe.
Tabnuua 1.2 Tabaunua o603HaYeHUM
O603HauyeHue OnucaHue KommeHTapui
MosntpoH VR O3HauvaeT MNpombILLIEHHbIN MNoasnaetca B [nase 2 n
3G mapwpyTtmsatop MCnosb3yeTcA BNOCAeACTBUMN
MNo3sntpoH VR
Mo3ntpoH O3HavaeT INHEnKy Mosasnaetca B Mnase 2 u
EC\VR\XR 6ecnpoBOAHbIX YCTPONCTB Ncnonb3yeTtcs BNocaeacTBuun
MNo3nTtpoH
O3Ha4aeT COBET, KOTOPbLIN MoasnaeTcsa B onncaHmun
NOMOXKET COXPaHUTb Bpems npoL,ecca yCTaHOBKMU U
B MPOLLECCE YCTAaHOBKMU U HACTPOMKM

HacTpoiKku Mo3uTtpoH VR

3ameyvyaHuna, onucbiBatoLwme MoaBnsaeTcs B onncaHmun

BaXKHYI0 MHOOPMALMIO O NPOLLEcca YCTaHOBKM U
HaCTPOWiKe, KOTOPYHO CTOUT HaCTPOMKK
3aNOMHUTb

MpepynpexaeHua, B T. Y. O Mossnsertcsa B MHPpopmaumm o

HecooTBEeTCTBYOLLEN NPOAYKTE 1 OMUCAHUM
TemnepaType uam npouecca yCTaHOBKM
HecTabunbHOM NUTaHWUK yCTpoicTBa
MpepocTepexeHmne: Bo3HMKaeT B onucaHuu nocae
nHdopmaumna o Fnasbl 1

HeHagnexalwmx AeACTBUAX B
npotiecce aKcnayaTaumm um
HaCTPOMKU CUCTEMDbI

D WG

1.5 TexHuueckaa nopaepKKa

Ecnv Bam noTpebyerca nMomolb B HACTPOWMKE YCTPOMCTBA, OBBACHEHWA, KacaTe/bHO
annapaTHOro UaM nporpaMmmHoro obecneyeHuns 3G mapLupyTU3aTopa, Mbl Bceraa byaem
pagbl NOMOYb. CBA3ATLCA C HAMM MOXKHO, UCMO/b3YA KOHTAKTHYIO MHOOPMALMIO HUKE:
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L]
/) TenedoHbl odpuca:

Tex. noaaepka: +7-812-331-75-76
BecnnaTHbIN Ten.: 8-800-555-75-76

< dnekTpoHHan nouta:

Tex. noageprka: support@euroml.ru
Mpoaaxu ab@euroml.ru
‘B WHTepHeT-cant: http://euromobile.ru

1.6 TepmuHbI U COKpaLLEeHUA

B 3TOM pyKOBOACTBE MUCMO/b3YIOTCA CAeAyHoLLME TEPMUHbI U COKPaLLEHUA:

APN Mma ToukuM goctyna

APP MpunokeHune

ATM ACUHXPOHHbBIN PEXNM Nepeaaun

ATM baHKkomat

AuC LeHTp ayTeHTUOMKauum

BG MorpaHWYHbIA MapLWpyTU3aTOp

BGP MpoTOKOA NOrPaHUYHOIO LWA03a

BSC KoHTponnep 6a30Bbix CTaHUUM

BSCC KoHTposb coeanHeHns 6a30BoOM CTaHUMK

BSS Moacucrema 6a30BbIX CTAHUMN

BSSGP GPRS npoToKkon nogcmctembl 6a30BbIX CTaHLMMN
BTS basoBas cuctema nepegaTtynKkos

CDMA Cuctema goctyna c pasgesieHnem no Koay

CDR JeTtanusauna pasrosopos

CGF Charging Gateway Function

CSD Mepenaya faHHbIX C KOMMYyTaLMEN KaHaNoB
DDN Umndposan cpena nepesaymn gaHHbIX

DHCP MpoTOKON ANHAMMYECKON MApLUPYTU3ALMMN XOCTOB

DNS Cuctema AOMEHHbIX MUMEH
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DSC LeHTp c6opa AaHHbIX
DTU YCTpOMCTBO Nnepeaaym AaHHbIX
EGP MpoToKOA BHELLHEero W/t3a
EIGRP MpoToKoA BHewWHero wnto3a ana NHtepHet
EMC SNeKTpOMarHMTHaa COBMeCTUMOCTb
ESP 3awmTa OT pa3pALOB CTaTUYECKOro 3/1eKTpuyecTea
ETSI EBpONencKniA MHCTUTYT CTAaHLAAPTOB TEJIEKOMMYHMKALLNI
GGSN LW nwo3 nogaepkn GPRS
GMSC LWnto3 LeHTpa nepekntoyeHna aboHeHTOB
GPRS Cny»xba NakeTHOM nepesayun gaHHbIX N0 pagMoKaHany
GSM FnobanbHas cuctema MobubHOM CBA3K
GSN Y3en nogaepkm GPRS
GTP MpoTokon TyHHennposaHma GPRS
GTP-id GTP nageHTnduKatop
HLR Basa aaHHbIx SIM-KapT onepaTopa MobunbHOM CBA3M
HSCSD BbICOKOCKOPOCTHAA Nepegaya AaHHbIX C KOMMYyTaLMen KaHanoB
IGMP MpoToKoA ynpaBaeHua rpynnamm
IGRP Mpotokon mapwpyTtnsaumm IGRP
IN UHTennekTyasnbHaa ceTb
IP MpoTokon UHTepHeTa
IPv4 IP Bepcun 4
IPv6 IP Bepcum 6
IPSEC MpoTokon 3awmThl IP coeanHeHuA
ISDN Umndposan ceTb CBA3M C KOMMEKCHbIMM YC/IyraMu
ISP MpoBsaiiaep goctyna B MHTEpHET
L2TP MpOoTOKOA TYHHEeNMPOBAHMA BTOPOrO YPOBHA
LA 30Ha npucyTcTBuA
LLC KoHTponb coegnHeHuA
MAP MobunbHoe npunoxKeHune
MDNS MobunbHas cny»kba 4OMEHHbIX UMEH
MDTU MobunbHoe ycTpoiiCTBO Nepeaaym AaHHbIX
MIB basa ynpasnsatoweit MHpopmaymm
MS MobunbHas cTaHumA

MSC Mo6UNbHbIN LEHTP KOMMYTaLUK
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MT Mo6unbHbIN TepMUHAN
MTBF CpeaHnas HapaboTKa Ha OTKas3
MTTR CpeaHas HapaboTKa A0 PEMOHTA
N/A He ncnonb3ytouwmincs
NAS Cepsep goctyna K cetu
NAT MNpeobpa3oBaHue ceTeBblX aapecos
NTP CeTeBOW NPOTOKO/1 BPEMEHM
O&M Operations & Maintenance
PAP MpoToKoa ayTeHTUPMKALMM NO NAPOIO
PCF DYHKUMA KOHTPONA NAKETOB
PDP MpoToKoA NaKeTHOM Nepeaayn AaHHbIX
PDN CeTb NakKeTHOM nepeaayn AaHHbIX
PDSN Y3en cny*Kbbl NaKeTHbIX AaHHbIX
PLMN MexayHapoaHbi Ko onepaTtopa COTOBOM CBA3U
POS Touka npoaar
PTM-G MHOroKaHa/bHbIM rPynnoBoi BbI3OB
PTM-M MHoroagpecHas rpynnosana paccblika
QoS KauecTtso ycayr
RA O6nacTb MapLLpyTU3aLUK
RADIUS YpaneHHbI cepBep ayTeHTUPUKALUN NOAKNOHEHUI
RIP MpoToKoa AuHammuyeckoi mappytmsaumm RIP
RSC LleHTp perucrpaumm ycayr
RTOS OnepauyoHHada cuctema peanbHOro BpemeHu
RTP TpaHCNOPTHbIN NPOTOKO/ PeanbHOro BPEMEHMU
RTU YpaneHHoe ycTpoiicTBO nepesaym AaHHbIX
RSVP MpoToKoA pe3epBUPOBaHUA CETEBbLIX PecypcoB
SCADA Cnctembl KOHTPOANA U MOHUTOPUHIA AaHHbIX
SGSN Y3en obcnyKmnBaHus aboHeHToB GPRS
SIM Moaynb naeHtndukaumm aboHeHTa, SIM-KapTa
SMS Cnykba KOpPOTKMNX COOBLLEHNI
SMSC LeHTp cnyKbbl KOPOTKMX COOBLLLEHNI
SNMP MpoTOKOA NPOCTOro yrnpasaeHUA ceTAMMU
STK Habop ytunut SIM-kapTbl

TCP MpoToKoA ynpaBaeHMA nepegayen
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JocTtyn ¢ pasgeneHnem no BpemeHu

Cuctema ynpaBneHua CeTAMM ONepaTopoB 31EKTPOCBA3N
MpPOTOKOA NONb30BATENBCKUX AenTarpamm

Moaynb naeHTMdMKaLMmM Nonb3oBaTeENA

YHuBepcanbHaa cMctema MobunbHOM CBA3K

HecTpyKTypupoBaHHasa cuctema B3aMmoaencTema ¢ cepsmucamm
onepaTopa

Habop ytunut UIM

PeecTp nepemeweHuni

InobanbHas BbIMUCAUTENIbHAA CETb
BecnpoBoaHOM NPOTOKOA Nepeaayn AaHHbIX

BecnpoBoaHan ceTb UMPPOBOIM Nepeaadun AaHHbIX
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2. BBegeHue

2.1. O6wan nupopmauusa

Mo3utpoH VR npeactasaseT coboit npomblwwieHHbIM 3G MapLipyTU3aTop ¢ noaaepKon 6esonacHbix
BUPTYanbHbIx YacTHbIX ceTei (VPN). Mo3uTpoH VR BbINOJIHEH B MPOYHOM METANIMYECKOM Kopnyce,
XapaKTepu3yeTca BbICOKOM HaAEKHOCTbIO Nepeaayn AaHHbIX U LUMPOKMM CREKTPOM MPUMEHEHUI. ITO
nAaeasbHbIM BbIbOp AnA pasnnyHbix M2M peleHnit, rae TpebyeTca BbICOKOCKOPOCTHAA 3alMLLEHHAA
cpefa nepefavn AAHHbIX.

OaHum n3 rnasHbix Nnpenmylects 3G poyTtepa Mo3uTtpoH VR aBnaetca Hanmyme
cneumaan3npoBaHHOro TeENEKOMMYHMKALMOHHOMO annapaTHoOro obecnevyeHns 1 onepaumoHHoOM
cucTembl Ha 6a3se Linux. Mo3uTpoH VR cHabKEH pasbEMom A1a NogKAoYeHUs BHELWHeW 3G aHTEHHbI C
SMA-pa3bémom (NocTaBaAeTCA B KOMMAEKTe) M Habopom pasnyHbIX MHTepdeicos: 10/100 M6uT LAN
mHTepdelic, cTaHAapTHbIN MHTepdeinc ansa SIM-KapT, pa3bém A4 UCTOYHMKA NOCTOAHHOIO TOKa, RS-232
nHTepodenc.

Mpeunmyuwiecrsa:

becnpoBoHOe coegMHEeHNEe, OCHOBAaHHOE Ha CETAX TPEeTbero nokosieHus 3G;
NPOYHbIA KOPMNYC, aBTOHOMHOE UCMOIHEHUE;

BblCOKas 6e30MacHOCTb BUPTYanbHbIX YacTHbIX ceTein (VPN);

npo3payHasa nepeaaya AaHHbIX NOCAeA0BaTeIbHOIO NOPTa;

NOCTOAHHOE COeANHEHME C CETbIO;

npocTas yCTaHOBKa.

* & & 6 o o

2.1.1 BHewHM BUA, yCTPOUCTBA

BHewHun Bua, paboyasa nosmumAa u rabaputbl YCTPOIMCTBA MNOKas3aHbl HWKe. B cooTeeTcTBUM C
Pas3ZIMYHbIMM YCNOBUAMM IKCMIYATALLMM, aKCeccyapbl A8 MOHTaXa AOCTYMNHbl A1A KpenieHus Ha obenx
CTOPOHAax ycTpoicTBa. MOMKHO TaK»Ke WMCMNonb30BaTb MNpMOOP, PacnosioMB €ro Ha MOBEPXHOCTU B
rTOPU30OHTAIbHOM MOJIOMKEHUW, HO B MNPOMbIWIEHHOCTM W APYrMX MPOM3BOACTBEHHbIX 061acTsX,
HEeobX0AMMO 3aKPENUTL YCTPOWCTBO ANA YA0BAETBOPEHMA YCIOBUMAM MOHTaXKa CUCTEMBI.

oo
[
@ oty

CeeToanoaHaa nHANKaUmA Cnot gna SIM-kapt

Puc. 2.1.1-1 MNepegHAA naHenb
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B Ta6nv1u,e OMNMuUcCaHbl CBETOANOOHbIE MHOAMKATOPbI:

UHpukatop OnucaHue cTaTyca
LAN fopuT, Koraa noAKalodeH Kabenb, muraet, Korga uaer
nepegava gaHHbIX
NET MokasbiBaeT cTaTyc 3G moayns
SYSTEM Mpu HopMmanbHOW paboTe ropuT NOCTOAHHO

3afHAA NaHeb MaplUpyT13aTopa

Bce uHTepdeiichl maplupyTusaTopa cepum Mo3utpoH VR pacnonioskeHbl Ha 3a4HEN naHenn.

RS232 RJ45 TMutaHMe C6Hbpoc  AHTeHHa
Puc. 2.1.1-2 3aaHAA naHenb
NHTepdelicbl Ha 3aaHelN NaHenu:

AHTeHHa: PasbemM AN NOAKAOYEHMA aHTeHHbl (SMA) nogxoAuT AONA MOAKAOYEHUA CTaHAAPTHbIX
LWTbIPEBbIX aHTEHH, aBTOMOOU/IbHbIX @aHTEHH W HAaNPaBAEHHbIX aHTEHH;

C6poc: KHoMKa 414 BOCCTAHOBAEHWUSA 3aBOACKMX HAaCTPOEK.

MutaHme: WHTepdeiic AnA NOAKNIOYEHUA WCTOMHMKA nuTaHua (ybeautecb, 4YTO BOJbTamnepHble
XapaKTepPUCTMKM UCTOYHMKA MUTAHMA COOTBETCTBYIOT YKa3aHHbIM Ha YCTPOMCTBE);

RJ45: 10/100BaseT nHTepdelic, aBTomatnyeckoe onpeaeneHme MDI/MDI-x;

RS232: [locnepoBaTesibHblit WHTEpPdENC MCnonb3yeTca AAa MpPo3pavyHOM nepefadn  [aHHbIX C
TEPMMHANbHBIX YCTPOWCTB Mo IP-ceTsm wau gas AocTyna B KOHCOJIb HACTPOMKM. [LOCTyn K KOHCOJM
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BO3MOXEH TO/IbKO B crneunanbHom «KoHcosbHOMY» perume paboTbl. YTOObI BONTU B 3TOT PEKUM,
NOAK/IOYMTE YCTPOMUCTBO K MOC/eA0BaTe/IbHOMY MOPTY, OTKPOMTE COeAMHEHME U 3axKmuTe npoben Bo
BpemMsA 3arpysku ycTpoiictea. B npoTMBHOM c/iyyae, yCTPOMCTBO DyAeT 3arpy»KeHo B 0ObIMHOM peXxume.

2.1.2 ipyrue akceccyapbl

Ona 6e3onacHoi TpaHcNopTUPOBKK Mo3uTpoH VR gonxkeH 6biTb COOTBETCTBYIOLWMM 06pa3om yrnaKoBaH.
Moxanyicta, COXpaHANTE YNaKOBOYHYHO Tapy A/Aa WCNOAb30BaHMA B  C/lydYae MOBTOPHOM
TPAHCNOPTMPOBKM.

CmaHOapmHaa Komnaekmayus

ToBapHasa nosuumsa Kon-Bo, wr.
YctpouncTtso MNosunTtpoH VR 1

3G aHTeHHa 1

Kpenex 1 napa
JAononHumensHbie akceccyapsi

1.5m RJ45 kabenb 1

MpoBepbTe KOMNAEKTHOCTb NOC/IE BCKPbITUA YNAKOBKU. B cnyyae 3aKkasa HECTaHAAPTHOM KOMMAEKTALNUN,
obpalaiiTechb K dopme 3akKasa.

2.1.3 YcTaHOBKa ycTpoucTsa

MokanylicTa, He ycTaHaBamBalTe Mo3UTpoH VR BO BKIOYEHHOM COCTOSIHUM.

2.1.3.1 TpeboBaHUA K yCAOBUAM 3KCNAyaTaLum

yCTpOVICTBO MOXET Ucnosib3oBaTbCA B caeayrowmnx ycanoBuax:

=  HanpsaxeHune UcToyHmkKa nutaHma: +5B DC~26B DC

=  [loTpebaseman MOLLHOCTb:
MaKcumanbHoe notpebneHue: 240 mA npu +12 B DC
Bo Bpemsa coeanHenuna: 40 mA npn +12 B DC

=  TemnepaTypa aKkcnayaTaumm: -20~+60°C

=  TemnepaTypa xpaHeHusa: -30~+70°C

=  OTHOCUTeNbHas BaXKHOCTb: <95% (6e3 KoHAeHcaTa)

r|03VITp0H VR MoKeT 6bITb YCTaHOB/ZIEH Ha CTONE, Ha CTEHE UAN CMOHTUMPOBAH B noboe mecto 6es
AOONO/THUTENIbHbIX npmcnoco6neHm7|.

YT106bI NPOANUTL PAabOTY YCTPOWMCTBA, UCTOYHUK MUTAHWA LO/KEH ObiTb 3aLUMLLEH OT MbIAV U AOMKHBIM
obpasom 3a3emsieH, TaKxKe cneayeT obecneunTb BEHTWAALMIO YCTpOMCTBA M cobatogeHue
TEMNEePaTyPHOro pexnma.
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lpedocmepexcerHus:

1. [aHHoe ycTpoiCcTBO He npeaHa3HayeHo ANA PaboTbl B TAMENbIX YC/NOBUAX, TAaKMX KaK A40BUTaA
KMCnoTHasA/Wweno4YHaa cpeaa, 061actm € CUAbHbIMM MarHUTHbIMM MOAAMW M TaK Aanee. B Takux
YCNOBUSIX HOpMasbHaa paboTa ycTpoOMCTBa He rapaHTuMpyetca. Bce ¢usuyecknme nospexaeHus
YCTPOMCTBA He ByAyT paccMaTpmMBaTbCA, KaK rapaHTUMHbIE CyYau.

2. VYctpoiictea MosutpoH VR sBnstotTca 6ecnpoBoAHbIMM  paguoycTpoiicTBamMu  Knacca A. TaKkue
YCTPOMCTBA MOTYT BbI3blBaTb PagMOMNOMEXM BO BPEMSA MCMO/b30BaHWA. B cBA3KM ¢ 3Tum, cneayet
MCNONb30BaTb YCTPONCTBO C OCTOPOXKHOCTLIO.

2.1.3.2 NMpoBogHble NOAKNIOYEHUA

RJ-45 — Ethernet-unTtepdeliic

CraHpapTHbIii 10/100BaseT Ethernet-nopT, aBToonpeaeneHne MDI\MDI-x

MuUTaHWe — pa3bem ANA NOAKNOYEHUA UCTOYHUKA NUTAHUA, HAaNPAXKEHME UCTOYHWKA NuTaHuA MO3UTPOH
VR, 06bI4HO, +12 B NnOCTOAHHOrO TOKa.

AHTEeHHa — aHTEeHHbIN UHTepdenc

CraHpapTHbii 50Q/SMA RF pasbem («mama»). B HekoTopbix ciayyas Tpebyerca rpososawmta ans
aHTEHHbI. Bbl MOXKeTe BK/IIOYMTb rPO303aLUUTY B Pa3pbiB, MEXKAY aHTEHHOM U Pa3beMOM.

3amevaHue:

1. [Oep*xute npnbop Ha pacCTOAHUM OT UCTOYHUKOB TeNa;

2. He pacnonaraiite yCTPOMCTBO BO BAAXKHbIX MW NblAbHbIX 30HaX;

3. [epxuTe npubop Ha pPacCTOSSHUM OT BO3MOKHbIX NCTOYHUKOB PaZMONOMEX;

4. Ytobbl curHan 6bin Haubonee MollHbIM, ybeauTecb B NPaBUIbHOM MOJIOXEHUM aHTEHHbI, He

nomelLLaiTe yCTPOMCTBO B MeTaN/IMYecKne Kopobbl.

2.2 ®DYyHKUMKU n 0cO6EeHHOCTH

YcTpoictea cepun MosutpoH VR npeacrtaBnaoT coboit MHOrodyHKLMOHaNbHbIE CMCTEMbI Mepesayn
AaHHbIX. Biarogapa pasnnMyHbIM 3anpocam OT NOJb30BaTeNel, PacluMpPeHUAM NAaTGopmbl, U NPOYMM
YyCOBEPLEHCTBOBAHMAMM, MaplpyTnsatopbl MosutpoH VR MoryT pellaTb Camble pas/iMyHble 3a4auu
3aKasumKa. [lpuMeHeHWe CneunanbHoOro TeNeKOMMYHWKAUMOHHOIO annapatHoro obecneuyeHua u
onepaumMoHHOW cucTeMbl Ha 6ase Linux AaBnaseTca ogHUM U3 TNaBHbIX Npenumyuects Mo3uTpoH VR.

Cepwusa MNo3nTpoH VR o61agaeT cneayowmmm ocobeHHOCTAMM:

2.2.1 AnnapaTtHblie 0cobeHHOoCcTH

CBeToamoaHaa MHAMKAUMA: CUCTEMa, CeTb, 3G

KHomKa cbpoca HacTpoeK A0 HAaCTPOEK MO YMONYaHUIO
AHTeHHbIN nHTepdeinc:  50Q/SMA c oTpuuaTesibHbIM NONHOCOM
MocnepoBatenbHbI MHTepdelic (DBIY): RS-232(DCE)

CropocTb nocnepoBaTenbHoro MHtepderica: ot 300 go 230,400 bps

CraHgaptHbii 10/100BaseT Ethernet-nopt, asToonpeaeneHne MDI\MDI-x




.

NMo3IMTroM Pykosopacteo nonb3osatens: 3G poytep MosutpoH cepumn VR

® Cnocobbl KoHdUrypaumn: WEB/Telnet namn RS-232

2.2.2 NMporpammHblie PyHKUUU
=  NopaepxKka HSUPA/HSDPA/EDGE/GPRS BctpoeHHbiit DHCP-cepsep
- Nogaepxka DMZ
. Nogaepxka anHammyeckmx DNS
= [oaaepKKa cTaTMHecKoW mapLupyTM3aumnm
- MNoaaepskka punbtpaumm no IP-agpecy u TCP\UDP-nopty
= [loaaep:KKa U3MepeHna KayecTsa CBA3MW.
=  WEB/Telnet ynpasneHue
=  QO6HoBneHue MO n pesepBHOE KONNMPOBAHUE HACTPOEK
= CepBep CUCTEMHDIX XYPHANoB

2.3 NMpumeHeHue NMosutpoH VR

HeKkoTopble BO3MOKHble NPUMEHEHUA MApLWPYTU3aTopoB Mo3nTpoH VR onuncaHbl HUKe:

anMeHeHMe 1:8 BUAECOMOHUTOPUHrE

[aHHoe npumeHeHWe, B obwem, agonNTUpPyeT CXemy MNOCTPOEHUs ceTu «3Be3ga» pns
npumeHeHunsa B 061actn BuaeomoHnTopuHra. MNoakntoumte IP Kamepbl 1 n3genuna MosutpoH VR
TaK, KakK MOKa3aHo Ha cxeme. bonee Ttoro, gpyroe Ethernet obopyaosaHue morkeT bObiTb
NOAKNOUYEHO K MapLIPYTU3aTOPY ANA pacmnpeHma GpyHKLMOHANA CUCTEMDI.
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WUHTepHeT

CDMA 1x/GPRS/
EDGE/3G ceTb

Buaeocepsep

Anarpamma 2.3-1 Cxema nogxAOYEHW ANA BUAEOMOHUTOPUHTA

MpumeHeHne 2: B 0PUCHON UK JOMALLHEN ceTU

Xota mapuwpyTtusatop [MosutpoH VR obopyaoBaH Bcero oaHum Ethernet-sxomom, npu
MCNO/NIb30BaHMM KOMMYTATOPaA 3TOr0 A0CTAaTOMHO ANA MOAKAOYEHUA OPUCHOM UK AOMALUHEN
ceTtu K NHTepHeTy.
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MOI3IMTIPOM
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s CDMA 1x/GPRS

EDGE/3G ceTb

N\ LAN

Cxema 2.3-2: Cxema NOAKAOYEHW A8 NPUMeEHeHus B oduce

MpumeHeHue 3: B 6aHKOBCKUX onepaumnax

Mo3nTPoH VR MOKeT 6bITb NOAKNOYEH OLHOBPEMEHHO K HECKOJIbKMM YCTPOMCTBaM,
obecneumnsas, Takum 06pa3om, BO3MOXKHOCTb MPUMEHEHNA B GaHKOBCKMX onepauumsa, Hanpumep
B 6baHKOMaTax. bBaHKOMaTbl LOKHbI BbITb MOAKNOYEHbI K NPOLLECCMHIOBOMY LLEHTPY BaHKa U K
BMAEOKaMepe 04HOBPEMEHHO.
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CDMA 1x/GPRS/
3G yacTHan ceTb

MozntpoH VR

Cxema 2.3-3: Cxema NOAKAOYEHUIM ANA NPUMEHEHUs B GBAHKOBCKUX onepaumax

Fhasa 3. KoHpurypauma mapuipyrmsartopa

3.1 0630p

Ycrpoictea Mo3utpoH VR noffep:kvMBatoT KOHOUIypauuio, ynpasieHne u aHaaus paboTbl yCTPOWCTBA
yepe3 web-uHTepdelic. Mepen ucnosbloBaHMeM MaplipyTmusatopa Mo3mTpoH VR oH ponxkeH 6biTb
COOTBETCTBYOLWMM 06pa3om HACcTpoeH, B NpoLecce paboTbl BO3MOXKHO M3MEHATb HAaCTPOMKM, OBHOBAATL
MNO, npoBOAUTL TECTUPOBAHUE U TaK Aanee.

Mocne Bxoza B Web-nHtepdeinc npombiwneHHoro 3G mapwpytusatopa MosutpoH VR Bbl moxkeTe
KOHPUIypMpPOoBaTb €ro, UCMOJb3ys ONUCAHUE HUMKE.

3.2 YcTaHOBKa coeguHeHunsa

3.2.1 Cucremuble TpeboBaHus

Mepen Tem, Kak HacTpamsaTb Npubopsbl NMo3nTpoH VR, KomnbloTep 1 SIM-KapTa 40MKHbI 6bITb
noAroToB/eHbl ceayowmnm obpasom:

= K c noaaepkoi TCP\IP, ceTeBoi KapToi, obnaaatoLmi:

1. IE6.0 unm Bblwe
2. Toapep:xKon paspelleHns skpaHa 1024x768 nukcenei
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3.2.2 Cnocob noaKknoueHun

Mbl peKomeHayem ycTaHOBUTbL SIIM-KapTy B YCTPOCTBO Z10 Havya/la ero KoHGUrypaumm.

3ameyaHue

Bbl MmoxeTe KoHpurypmposatb npnbop 6e3 SIM-kapTbl, ogHaKo 6e3 Hee gocTyn K MHTepHeTy
HEBO3MOXKEH.

7N

MpeaynpexaeHune:

HuKorga He BcTaBnsanTe n He nssnekanTe SIM-KapTy Npu NOAKAOYEHHOM MUTAHUN
ycTpoicTea. Bawa SIM-KapTa moxeT 6biTb NoBpeXKaeHa.

MpegynpexaeHue:

7IN

MeTannnyeckuin kopnyc MosnTpoH VR gosirkeH 6biTb HaZEXKHO 3a3eM/IEH A/1A
obecneyeHuns ctabunoHom 1 6esonacHol paboTbl.

3.2.2.1 NMpamoe nogknoyeHue K MK

Mcnonb3ya ceteBon Kabenb, noakntoumte MK Hanpamyko K Ethernet-pasbemy Mmaplpytmsatopa
Mo3uTpoH VR Kak NOKa3aHO Ha pUCYHKe:

Puc. 3.2.2.1: MeTtopa noaxkntoudeHusa 1

3ameyvaHue: MNMpnbopsbl NMo3nTpoH VR cHabxKeHbl pasbemamu Ethernet ¢ aBTomaTMyeckum onpeaeneHnem
NPAMOro UM NepeKkpPecTHoro (cross) NOAKAUEHMS.
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3.2.2.2 MoaKnoueHne K I0KaZIbHOM CeTMU.

Ecnn HeobxoaAnMMO NOAKAOUYMTL MaplupyTusaTop Mo3uTpoH VR K umeroweinca sIoKanbHOW cetTu yepes
KOMMYTaTOp, Bbl MOXeTe coeauHUTb ceTeBbiM Kabenem Ethernet-nopt kommyTtatopa n Ethernet-nopt
mapuwpytmusatopa Mo3umtpoH VR.

Puc. 3.2.2.2: MNposoaHon meTtog 2

3.2.2.3 lNoaknoUYeHUe C NOMOLL b0 NOCAe[0BaTe/IbHOro NopTa

=  COM - nopt
MocnepoBaTenbHbi MHTEpdenc cTaHaapta RS-232 (DCE) ¢ pasbemom DB9 («mama»).
MocnepoBaTenbHbI MHTEPDENC MOXKET ObITb MCNONb30BaH ANA KOHOUTYpauum Yepes KOHCO/b

nnn npospaquﬁ nepenavyn AaHHbIX NoC1ea0BaTe/IbHONoO NOPTa NO CETU Internet.

Cxema KOHTaKToB pa3beMa npeacraB/ieHa B Ta6I'IVILI,EZ

DB-9 KOHHEKTOp (DCE-oTpuuaTeNnbHblA TePpMUHAN)
PIN Nma OnucaHune HanpasneHue | MNpumeyaHue
CUrHana

1 CD CD -2
2 RXD Mpuem &--
3 TXD Mepepgava -2
4 DTR DTR <
5 GND 3emnsn

6 DSR DSR -2
7 RTS RTS <
8 CTS CTS -2
9 RI RI -2
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=  RIJ-45 - Ethernet-untepoeiic
CraHpapTHbIn 10/100BaseT Ethernet-nopT, asToonpeaeneHne MDI\MDI-x

=  AHTEHHa — aHTeHHbl nHTepdeiic

CraHgapTHbIn 50Q/SMA RF pasbem («Mama»). B HekoTopbIx cnydan TpebyeTca rpo3osalmTta
ANA aHTEHHbI. Bbl MOXKeTe BKAKUYNTb FPO303aLLNTY B PA3PbIB, MeXAY aHTEHHOM U PAa3beMOM.

BHumaHue:

1. Mpubop cneayet pacnonaraTb BAAAW OT UCTOYHUKOB TENNA;
2. Mpubop He cnegyeT pasMeLLaTb BO BAAXKHbIX MU NbUIbHbIX YCNOBUAX;
3. MNpubop ponxeH 6bITb BAANWN OT YCTPOMICTB BbI3bIBAOLLMX PAAUONOMEXH;
4.  OG6palaiiTe BHUMaHWE HA Yroa U NO3ULMIO aHTEHHbI, ybeanTecb, YTO OHa HampaBieHa NPaBU/bHO, He NMOMeLLaiiTe ee B
MeTaNNNYECKUIA KOXKYX.

3.2.3 KoHdurypauma no cetu

Mocne TOro Kak Bbl coeAMHMAM MapupyTusatop ¢ MK gna KoHdurypaumm, HeEoO6XOAUMO HaCTPOUTb
napameTpbl ceTeBoro noakatodeHna Ha [MK. B KayectBe npumepa paccmatpuBaeTca cnocob
noAKNK4YeHNA K VIMGIOLLI,GVICH ceTun.

1. KoHdwurypauma MK

BoiianTte B «MaHenb ynpaBaeHUa», Halante apablk «CeTeBble NOAKIOYEHUA» U KANKHUTE ABaXKAbl HA
HeMm, BblbepeTe «[ogKntoyYeHMEe NO IOKaNbHOM CETU», TO KOTOPOE OTHOCUTCA K TOM CEeTEBOW KapTe,
KOTOPasA BKAOYEHA B Ty e CETb, YTO U MapLlpyTnsaTop. CMOTpUTE PUCYHOK.

File Edit Miew Favorites Tools  Advanced  Help

7 </ Lﬁ f_\J Search i Folders v

Address ﬁ._f; Metwork Connections

Connected, Firewalled

iy
@W Local Area Conneckion

) i ]
o a

Metwork Tasks

E Creakte a new conneckion
) Set up a home or small
~ office nekwark,

& Change Windows Firewall

settings Disahled, Firewalled

Puc. 3.2.3-1: KoHdurypaumsa CeteBoro nogkntoveHms Ha MK
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Boiiante B cBoMcTBa MOAKAOYEHUA NO NOKANbHOM CETU, ABAXKAbI LLE/IKHYB IEBOM MAWN HaXKaB OAMH pPas
npaBoi KHOMKOM 1 BblbpaB NyHKT CBoOMCTBA.

General | Authentication || Advanced |

Connect ugsing:

EBS Marvel Yukon 33EB071 PCI-E Gigahi

Thiz canhection uzes the fallowing items:

5 Metwark, Monitor Driver &]
5= DDE PACKET Pratocal
% Intermet Protocol [TCPAAR)
v
(<] I | [l
[ |ngtall.. ] [ Froperties ]
Dezcrption

Transmizzion Control Protocaol/internet Protocal. The default
vide area network, protocol that provides communication
acrozs diverze interconnected netwarks.

Showw icon in notification area when connected
Matify e when this connection has limited ar no connectivity

(] ] [ Cancel

Puc. 3.2.3-2: MecTHadA cBA3b C KOMMNbIOTEPOM

Bbibepete Internet Protocol TCP\IP 1 wenkHMTe Ha KHOMKe CBOMCTBa.
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[ nternet Protoco AP Properties E 1

General

Y'ou can get |P zettings azsigned autormatically if pour network, supports
thiz capability. Dthenwize, you need to azk your nebwork, adminiztrator for
the appropriate [P zettings.

() Obtain an IP address autamatically
{(®) Use the follawing IP address:

P address: 192 168 . 8 . 7
Subnet mask: 2Bh 2R 2RR 0
Default gateway: 192 168 . 8 . 1

(%) Usze the following DMNS zerver addreszes;
Freferred DMS server: 202, 9 134 133

Alternate DMS zemver

‘ OF. I[ Cancel ]

Puc. 3.2.3-3: TCP/IP cBoitcTBa KoHdUrypauum

MeTog 1: O61wwasn KoHpurypaumns
3TOT MeToA, BpemMeHHO npepseT cBA3b mexXay MK u ceTblo. MapameTpbl ANA BBOAA YKAa3aHbl HUMXKe.

IP agpec: 192.168.8.* (* o3HauyaeT Ntoboe 3HayeHue oT 2 Ao 254)
Macka nogcetun: 255.255.255.0
LWnto3 no ymonyaHuio: 192.168.8.1

3anomHuTe:

MNapameTpsbl ceTeBoro agantepa Mo3uTpoH VR No ymonyaHumio:

IP agpec: 192.168.8.1;

Macka nogcetu: 255.255.255.0

MapameTpbl ayTeHTUdPUKaunmM NMo3nTpoH VR no ymonyaHuto cnegytowme:
Mma nonb3sosatens (Login): admin

Maposnb: admin

MeTog, 2: [lononHuTeNbHan KoHbUrypauma

Ecnn npepbiBaTh €BA3b K ¢ ceTblo HeNb3A, TO 406aBbTe HACTPOMKM ANA NOAKNOYEHUSA, HAXKaB Ha KHOMKY
JononHutenbHo.
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Mpumep KoHbUTYpaLmm:

"Advanced TCP/IP Settings

IP Settings | DNS | wiNS | Options |

IF addreszes
P address Subnet mazk.
192.168.8.7 208, 285.255.0

sdd. || Edt. || Femove |
Default gateways:
G ateway b tric:
132168.81 Automatic
| add. || Edt. || Remove

Automatic metric

|nterface metno: I:I

[ Ok, ][ Cancel ]

Puc. 3.2.3-4: PaclumpeHHan KoHduUrypaums cBoicTs npotokona TCP/IP

Haxmute KHonky [o6asuTb noa nosnem IP-agpeca v B NoABMBLIEMCA OKHe BBeauTe Aobasnsemblin

agpec.
TCPYIP Address
|P address: 192.168. 8 . 7 |
Subnet mask: | 255.255.295. 0 |

I OF. I [ Caticel

Puc. 3.2.3-5: pobasnerue TCP/IP agpeca

MNocne TOro, Kak AaHHble BBeAeHbl, HaXXmuTe Ha KHonky OK. Tenepb mapwpytusatop losmtpoH VR
poctyneH ¢ sawero K.
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3ameyaHue:
Kak nokasaHo Ha Puc. 3.2-3, “OcHoBHOI WAto3” 3aBMCUT OT TOFO KaK Yepes Kakoh mapwpyTtmnsatop MK
nosny4vaet Bbixoa B NHTepHeT. Ecnu Bbl UCNO/Ib3yeTe MApLUPYTM3aTOP JIOKaNbHOW CETU AAA BbIXOAa B

MHTEpHET, TO 3TO MNONAE U3MEHATb HE HYXHO, HO €CAM Bbl XOTUTE BbIXOAUTb B MHTEpPHET, MCNoab3yA
MosutpoH VR, cnegyet Kasatb ero IP-agpec 8 gaHHOM nose. Mo ymonyanuio: 192.168.8.1

2. T[lpoBepKa ceTu
B Lar 1: npoBepka KoHourypauum IP
Ncnonb3ya yTUANTY KoMmaHaHOM cTpOKM ipconfig, cneayeTt ybeanTbes, NpaBuAbHO HU NpUcBoeH IP-aapec.
C:\>ipconfig
Windows IP Configuration
JNokanbHoe noakntodeHue K Ethernet agantepy:
Connection-specific DNS Suffix. :
Auto configuration IP Address . . .: 192.168.8.7

Subnet Mask ...........:255.255.255.0
Default Gateway .........:192.168.8.1

B Ular 2: NpoBepKa NOAKAKOYEHUA

Mocne TOro Kak HacTpoiKa ceTn 3aBepeHa, coeguHeHne mexay MK n mapwpytnsatopom MosntpoH VR
MOXHO NPOBEPUTL C MOMOLLbIO KOMaHAbl PING KomaHAHOW CTPOKM:

Ping 192.168.8.1

Cneaytouan nHGopMauma NOABUTCA Ha IKpaHe:
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time=2ms TTL=64
Reply from 192.168.8.1: bytes=32 time=2ms TTL=64

Ecnv oHa nosBMAack, — 3TO 3HAYMUT, YTO KOHUIrypupytowmii MK cooTBeTCTBYIOWMM 06pa3som NOAKNOYEH
K ycTpoiictay Mo3unTpoH VR, 1 MOXKHO NPoAoKaTb KOHOUIypaLuio.

3.2.4 Bxopa B cuctemy

OTkpovite UHTepHeT-6pay3ep M BBeAUTE B afApecHOM cTpoke agpec MosuTpoH VR (Mo ymonyaHwuio:
192.168.8.1).
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|&] http:f192.168.8.1

Puc. 3.2.4-1: Aapec mapipyTt1saTopa Nno yMOAYaHUIO

Mocne 3Toro notpebyerca BBECTU AaHHbIE A1 BXOAa B CUCTEMY:

‘Connect to 192.168.8.1
.ﬁ. A 3 \
1{1'1 '.IL:t

Lser name: | € admin [v]

Fassword: |

Remember ry passwaord

l (0] 4 I [ Cancel

Puc. 3.2.4-2: Bxog B web-nHTepodeitc
Mo ymonyaHuio (Mpu NOAKNHOYEHMM B MEPBbI Pas) yuyeTHble AaHHble caesytoLme:

. Mma nonb3osaTtena: admin
=  [laposb: admin

BBeanTe KOPPeKTHble AaHHble A4 BXo4a B UHTepdelc KoHourypartopa.

3.3 Web-koHdurypartop

Yctpoictea Mo3uTtpoH VR KoHdurypupytotca npu  nomowm web-uHTepdeica. Web-uHtepdeiic
npeanaraet ygobHbole M MNPOCTble CPeacTBa KOHOUrypauumu, NOSTOMY PEKOMEHAYETCA HacTpamBaTb
npubopbl MMeHHOo B HeM. lMNpounsseante nogkatoueHune MK K mapwpyTmnsaTopy, 3anyctute 6paysep u Bce
roToBO K KOHGMUrypaLumu.
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3.3.06wee

Build time: 100121-17243
Time:

Connecting Machine Contr0| Pan'EI

Internet Local Network Applications Security VPN Forward System Tools Status
Base Information LAMN Embedded Modem Route Table DHCF Client

Showing:
Showing basic system information.

System Information
Router Model

Raouter 51
Hardware Version

Software Version

Puc. 3.3.1-1: OKHO web-KoHbUrypaTopa

Bbibop TOW WMAM MHON OYHKUMM AN KOHOUIYPUPOBaHMA OCYLLECTBAAETCA LWEAYKOM MbIlK Ha
COOTBETCTBYIOLLEM MYHKTE MEHIO B BEPXHEN N€BOW YacTM 3KpaHa.

OnuncaHue meHto:

Internet Local Network Applications Security VPN Forward em Tools Status

Puc. 3.3.1-2: TnaBHasA cTpoKa MeHto
Ha rnaBHO CTpOKe MeHt0 NpeacTaBaeHbl CaeayoLLme rpynnbl HACTPOEK:

NHTepHeT (Internet)

NokanbHasa ceTb (Local Networking)
MpunoxkeHus (Applications)
BesonacHocTb (Security)
BupTyanbHble YacTHble ceTh (VPN)
MepeHanpasneHue (Forward)
NHcTpymeHTbI (System Tools)
CocTosaHue (Status)

HaBeauTe Kypcop MbIWW Ha HYMKHbIA NYHKT U WENKHUTE ANA NOABAEHUA AOMNONHUTENbHOIO NOAMEHIO
[AHHOW rpynnbl HAaCTPOEK M 3KpaHa KoHdurypauuu. Onuumn AOCTyMNHblE B NMOAMEHIO PA3/IMYHbLIX TPynn
HacTpoeK ByayT onucaHbl HUXKe.

®PYHKUMM 0BLLMX KHOMOK OMMCaHbI HUXKE:
*=  Coxpanutb [Savel : ucnonbsyerca gna coxpaHeHMa u NpUMeHEHNUA KOHPUrypaLmm;

=  Otmena [Cancel] : ucnonbsyerca gna oTmeHbl UsMeHeHM 6e3 coxpaHeHus;
=  06Hosutb [Refresh] : ncnonbsyerca ana 06HOBAEHNA COOBLIEHUI OKHa;
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* Hasag [Return] : ucnonbsyetca ana Bosspata k npeapiayLiemy OKHy;

3.3.2 UHTepHeT
Mpwu WenyKke Ha rpynne HacTpoeK MHTepHEeT Bbl yBUAUTE CneaytolimMe NYHKTbl NOAMEH!O:
B MobunbHas ceTb (BctpoeHHbI moaem) (Mobile Network(Embedded Modem))

B Tun coegmHeHunn c UHTepHeT (Internet Connection Type)

Internet

Mobile Network(Embedded Modem) Internet Connection Type

Puc. 3.3.2: MeH0 HacTpoinKku UHTepHeT

3.3.2.1 KoHpuryprupoBaHue NOAKAIOHEHUE K COTOBOM CeTU

Boiiaa B rpynny HacTpoeKk MHTepHET, WeAKHUTE MbIWKON Hag NyHKToM MobunbHasa ceTb (BCTpoeHHbIn
mogem) (Mobile Network (Embedded Modem)) nossusleroca nogmeHio U MCNonb3yinte uHTepdelic
NOABUBLUIErOCs OKHA ANA HACTPOMKM:

Mabile Network{Embedded Modem) Internet Connection Type

Mobile Modem Configure

Base Settings
Auto-Dialup & Enable O Disable

Mobile Modem Chat Script @& pefaut O Customize
Service Code

APM

User Mame

Password

Maobile Modem Initial Script & pefault O Customize

Advanced settings
FPP Advanced Setfings

Y
=1
a

Puc. 3.3.2.1-1: MNoaKkntoYeHUE K COTOBOM CETH

AsTomaTtnyeckoe nogkntodeHme [Auto-Dialup] : BkalouaeT aBTomaTUyecKoe NoAaKAUYeHNe K COTOBOM
cetu

Chat-ckpunT BcTpoeHHoro mogema [Module Modem Chat Script] : YcraHoBKa anbTepHaTMBHOrO cKpunTa
06LEeHNA C MOAEMOM B NpoLecce NOAKAYEHNE K onepaTopy COTOBOM ceTU. B 60ablUMHCTBE C/lyyaes
MOXHO BblbpaTh Mo ymonyaHuio (Default)

MUmsa onepatopa [Service Code] :YcraHoska umenun ana cotosoro onepatopa.
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Mmsa Toukn aoctyna [APN] : YctaHoBKa MMeHM ToukM AocTyna ANA NOAKNOUYEHUA K CETU

Mma nonbsosatena [User Name] :YcraHoBka umeHn nonb3osatena Ana NOAKAKOUYEHUA K CETU.
Naponb [Password] : YcraHoska napona ana noakaoueHua K cetu

Ctpoka nnnumanmsaumn [Module Modem Initial Script] : YcTaHoska anbTepHaTMBHOM CTPOKM
MHULMANMU3AUNN 1A BCTPOEHHOIo moaeMa. B 60/1blINMHCTBE CnyvaeB NOAXOAMT 3HaveHue Mo
ymonyaHuto (Default).

NononnntensHble HacTpoiikn [Advanced setting] : YcTaHoBKa AONOAHUTENbHBIX NapaMeTPOB
NOAKAOYEHMA.

3ameyaHue:
BCTpOEHHbI Moaem 03HavyaeT BCTpoeHHbIN B Mo3utpoH VR 2G/3G moaynb
B [lononHutenbHbIX HacTpolikax (“Advanced setting), cogeprkatca JononHuTenbHble HacTpoit PPP “PPP

Advanced Settings” u [lononHUTENbHbI HACTPOMKKU NoakAoueHUA K UHTepHeT (Internet Connection Type
Settings). lononHUTeNbHbIE HAacTPOWKK PPP  npeacTaBneHbl HUMXKe:

PPP Advanced Settings

Net Type
The Met Type of Module DEFALLT

Authentication & Encryption

CHAaP O Require{:} Disable &) Default
PAP < Require{:) Diszble & Default
MS-CHAP O mequire O Disshle & Default
MS2-CHAP O Require@ Disable &) Default

Compress & Control Protocol

Compression Control Protocal Require O risable

Address/Control Compression Require O Disable
Protocol Figld Compression Require Q isable

VITCP/IP Header Compress Require () Disable

® © @ 606

Connection-ID Compression Require Q isable
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Misc.
Debug & Enable O Disable
Iz Peer's DS & Enable O Disable

LCP Echo Interval{ 0 -85535) |15
LCP Echo Failure {0-65535 ) 5
MTU { 128 -16384)

MRLU { 125 -15334 )

Local IP

Remote IP Address

User Define
QOther Options

N = B

Puc. 3.3.2.1-2: PPP Advanced Settings

Bbi6op cotosoit cetn (EDGE/WCDMA) [The Net Type of Module] : Mo ymonuanuio (DEFAULT) o3Havaet
BblbOp ceTu, 3agaHHol SIM-KapTon; ABTomaTnyeckn (AUTO) o3HayaeT aBTomaTUYeCKMiA Bbibop 13
AOCTYNHbIX ceTel; [lpyrne 3Ha4eHNA 03HAYatOT BbIGOP KOHKPETHOM CETH.

Ncxoaa n3 BO3MOMKHbIX Pasinymii peanmsaunii npotokona PPP y pasHbix MOBMIbHBIX ONepaTopos,
MapLIpyTU3aTOP A0/MKEH BbITb KOPPEKTHO HACcTPOeH. JJoNoAHUTENbHbIE HAacTPOMKK PPP coegnHeHuns
CyXKaT ANA HAaCTPOMKM cneumanbHbIX onumii NpoTokona PPP.

O6bl4HO, He TpebyeTca U3MEHATb A0MNOIHUTENbHbIE HACTPOMKM NpoToKona PPP. YTobbl

BHOCWUTb B laHHble HAaCTPOMKN M3MeHEHUA Heobxoanmo 061a4aTe NPOABUHYTLIMM

3HAHMAMM NPOTOKONA U, BO3MOXKHO, UHPOPMALMOHHOM NOAAEPHKKON CO CTOPOHDI

MobuAbHOro onepatopa. BosamoXKHO, NOHaZ06UTbCA HECKOIbKO NOMbITOK A/1A BbIbopa
Hanbonee yaa4yHoOM KOHPUrypauuu.

Bug ayteHTudumkaumm [CHAP, PAP, MS-CHAP, MS-CHAPV2] : YctaHoBKa cnoco608 ayTeHTUdUKaLumm
Npotokon ynpasnenune ckatmem [Compression Control Protocol negotiation] : Bkatouenue nan
OTK/IIOYEHME NPOTOKONA YNPABAEHUA CXKATUEM

CxaTue agpecHol unm ynpasnsaioweit nibopmauum [Address/Control compression] : BkntoueHue nam
OTK/IlOYEHME COrNIaCoBaHMA CXKATUA apPecoB M ynpasasatowen MHdopmaLmu.

Cxatue nons npotokona [Protocol field compression negotiation] : BkntoueHne unm otknoueHne
COrlacoBaHMA CXKaTMA NONA NPOTOKONA

CxkaTue 3aronoska TCP\IP metogom Van Jacobson [VJ style TCP/IP header compress] : BKntoueHue nnam
OTK/IloYEHME CXKaTue no meTtoay Van Jacobson 3aronoska TCP/IP
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CxkaTue ngeHtudurkatopa coeguHerma [Connection-ID compression] : BkatoueHue nam otkaoueHmne
cKatue naeHTMPUKALMOHHOTO HoOMepa CoeANHEHNS.

Otnagka [Debug] : BknioueHne nam oTkaoueHMe 3anMcK 0TAaA0uHOM MHGOPMaLMK

WUcnonbsosaHue DNS-cepsepa onepatopa [Use Peer's DNS] : BkaioueHne nam oTkaoueHus
mncnonb3osaHme DNS-cepsepa onepartopa

WMnTepsan otnpasku LCP-Echo coobuennin[LCP Echo Interval]: YcraHoska uHTepsana otnpasku LCP-Echo
coobLeHni

MaKcrManbHoe KonnyecTso HeyaauHbix nonbitok [LCP Echo Failure] :YcraHoska makcumanbHoro
Konn4yecTBa HenolydeHnit oteeToB Ha LCP-Echo coobuieHuns, nocne KOToporo coegmnHeHme byaet
CUYMTATbCA YTPAYEHHDbIM.

MaKcrmanbHbii pasmep nepeaasaemoro 610ka gaHHbix [MTU] : YcraHoska makcumanbHoro pasmepa
nepepasaemoro 6/10Ka AaHHbIX

MaKcMmanbHbIi pasmep npuHumaemoro 6noka aaHHbix [MRU] : YcraHoska makcmanbHoro pasmepa
NPUHMMaeMoro 610Ka AaHHbIX

NokanbHbiii IP-agpec [local IP] : YctanoBKa nokanbHOro agpeca coemMHeHMA TOUYKa-TOUKa

YnanenHblq IP-agapec [Remote IP] : YcraHoska IP-aapeca yaaneHHoMN CTOPOHbI COeAMHEHNA TOYKa-TOUKa
Opyrue onumn [Other Options] : lo6aBnerune apyrmx cneymanbHbIX ONUMIA.

3.3.2.2 Hactpoiika TMna noaknyeHus K UHTepHeTy

B nogmeHio BbibepeTe Tun coeguHeHna ¢ MHTEPHET M B NOABUBLLEMCA OKHE YCTaHOBUTE Heobxoanmblii
TUN coeAMHEHUA M3 BbiNadaloWwero cnuncka. Bol MoXeTe ycTaHOBUTL caeaytolme Tunbl: Mogem (Modem)
n Opyrown (Custom). OnncaHne HaCTPOMKM PasHbIX PEXXMMOB NPeACTaBAEHO HUXKE.

1. Twn coeanHeHns Mogem (Modem)
Koraa gocTyn B MHTEPHET OpraHM3yeTcs Npu NOMOLLM BCTPOEHHOIO MoAeMa, HE06XoANMMO BblbGpaTh TUN
coegmHeHna Mogem (Modem).

Internet Connection Type

Internet Connection Type

Connection Type Modem
DMS Customize Disabled
DM51

DMS52

VPN Route Type

VPN Route Type Disable

e [ e | reren

Puc. 3.3.2.2: OKHO KOHUIypaumm MogeMHOIo coeaMHEHNS

MU3meHenne DNS [DNS Customize] : BknroueHune Bo3MOXHOCTb yKa3aTh IP-agpeca cepsepos DNS
BPYYHYIO.
Cepsep umeH 1 [DNS1] :YcraHoska IP-agpeca ocHosHoro DNS-cepsepa.
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Cepsep umeH 2 [DNS2] : Ycranoska IP-agpeca gononHutensHoro DNS-cepsepa.

Tun MapLipyTM3aumm BupTyanbHoii yactHoii cetn  [VPN Route Type] : Bkatouenune gaHHoM onumm
HanpaBs/iAeT BCE NaKeTbl B BUPTYA/IbHYIO YACTHYIO CETb, AaXKe ecn coeguHeHne ¢ MHTepHeT JOCTYNHO.
2.  [pyrasa koHdurypaums (Custom configuration)

ITOT peXXMM UCNONb3YETCA AN1A OT/IASKM.

3.3.3 JlokanbHaA ceTb

Mpun wenyke Ha rpynne HactpoeK JlokanbHasa cetTb “Local Network” tab, nossnaetca nogmeHto co
CNeayoLWMMM NYHKTaMM:

B /1BC (LAN)

B DHCP-cepsep (DHCP Server)
B CraTtnyeckue npmsaskn DHCP (Static DHCP)

Local Hetwork

LAN DHCP Server Static DHCP

Puc. 3.3.3:

MoAMEHI0 KOHPUIypaLMM NOKANbHON ceTh

3.3.3.1 KoHdwurypauusa JIBC (LAN configuration)

B nogmeHto rpynnbl HacTpoeK JlokanbHas ceTb (Local Network) wenkHute Ha nyHKTe JIBC (LAN), nocne
3TOro NOABMTCA OKHO KOHduUrypaumm JIBC:

LAM DHCP Server Static DHCP

Network Setup |

Router IP
Host Name 3G-Router
Local IP Address 192, 168.8.1
Subnet Mask 255.255.255.0

Puc. 3.3.3.1: OkHO KoHoUrypaumm JIBC

[laHHOe OKHO COAEePKUT Cneaytolmne HacTPOMKM:

WUma ycTtporictea [Host Name] : YcraHoska umeHnn mapuipytusatopa.
NokanbHbiii IP-agpec [Local IP Address] : YcraHoska nokanbHoro IP-agpeca
Macka noacetn [Subnet Mask] : Ycranoska macku noacetn
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3.3.3.2 KoHdurypauua DHCP-cepBepa

B nogmeHto rpynnbl HacTpoeK JIokanbHas ceTb (Local Network) wenkHuTe Ha nyHKTe DHCP-cepBep
(DHCP Server), nocne aToro nosiBUTCA OKHO KoHdUrypaumm DHCP-cepBepa:

LAM DHCP Server Static DHCP

Network Address Server Settings (DHCFP) |

DHCP Server Settings

DHCP Server ® Enable O Disable

IP Address Riange From 192.168.8.|2 To  182.168.8. 254
DHCP Reservation

Client Lease Time 36400 Seconds { 120 -172300)
Subnet Mask 255.255.255.0

Gateway Default [

DS Default [+]

Puc. 3.3.3.2: OkHO KoHourypaumm DHCP-cepsepa
KoHdurypaumoHHble napameTpbi:

DHCP-cepsep [DHCP Server] : BkntoueHue n otkntoueHne DHCP-cepsepa

Myn IP-agpecos [IP Address Range] :YcraHoska amanasoHa IP-agpecos ana sbiaaum.

NMpueaskm DHCP [DHCP Reservation] :YcraHoska npusasok IP-aapecos k MAC-agpecam ycTpoicTs.
HaxkmuTe KHonKky Mpwuesaska IP-MAC (IP-MAC Mapping) 418 HaCTPOWKM NPUBA3OK.

Bpema apeHabl agpeca [Client Lease Time] : YctaHoBka BpemeHu apeHapl BbigaHHoro IP-agpeca
K/IMEHTOM

Macka noacetn [Subnet Mask] : YcraHoska macku noacetvt Ana aBTOMaTUHECKOM HAaCTPOMKM KNMEHTOB.
Wno3 [Gateway] :YcraHoBka wnto3a gna aBTOMaTUUECKON HACTPOMKM KAMEHTOB

Cepsep DNS [DNS] : Ycranoska cepsepa DNS 419 aBTOMaTUUECKON HAaCTPOMKM KANEHTOB
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3.3.3.3 Hacrpoiika ctatuueckmnx npusasok DHCP (Static DHCP)

B noameHto rpynnbl HacTpoek JlIokanbHas ceTb (Local Network) wenkHuTe Ha nyHKTe CTaTuyecKkme
npusaskm DHCP (Static DHCP), nocne aToro nosiBUTCA OKHO KoHUrypaumm: DHCP-cepBepa:

LAM DHCP Server Static DHCP

DHCP-Static Mapping |

LAHN Static Leases

00: 1A:4D: 34:B1:8E 192.168.8.5 m

e | e

Puc. 3.3.3.3-1: OKHO KOHUrypauum ctaTuyeckmnx npussasok DHCP

JaHHOe OKHO cofep KUT cnepytowme KHOMKN U Nona:
Nob6asutb [Add] : Nobasnsaet ctatuueckyto npmsasky IP-agpeca k MAC-agpecy KaneHTa .
Yaanute [Del] :Ypanaer cratuyeckyto npusasky IP-agpeca k MAC-agpecy.

06HoBuTb [Refresh] : O6HoBAAET MHOPMaLMIO O NpMBA3KaX.

Ecnu Bbl XOTUTe 406aBUTL CTAaTUUECKYIO MPUBA3KY, HAXKMUTE Ha KHOMKY £06aBUTb:

LAN DHCP Server Static DHCP

DHCP-5tatic Mapping |

DHCP-5tatic Mapping
MAC Address {eg. 00 1A:4D: 3B 1IBE )

IF Address

Puc. 3.3.3.3-2: HacTpolika cTaTU4eCcKoM NpuBA3KK

MAC-agpec [MAC Address] :Ycranoska MAC-agpeca.
IP-agpec [IP Address] :Ycranoska IP agpeca

3.3.4 Npunoxkenna(Applications)

Koraa Bbl WesKkHWTe Ha NyHKTe Npunoxenus (Applications) noasuTca NnogMeHto, cogepKallee:
B JuHamuyecknuin DNS (DDNS)
B PacnucaHue (Timing Operation)
B MoaxntoyeHune no TpebosaHuio (Trigger On-line Data)
B [posepka nogknoyeHua ICMP naketamu (ICMP Check)
B NocneposatenbHbili Nnopt (DTU)
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B MNposepka uHTepdelica (Interface Check)

Applications

DDNS Timing Operation Trigger Onine Data ICMP Chedk DTU Interface Chedk

Puc. 3.3.4: MeHI0 HaCTPOMKM NPUNOKEHNI

3.3.4.1 Hactpoiika guHamuueckoro DNS (DDNS)

B mapwpyTtmnsatope MNo3ntpoH VR peannsoBaHa noaaeprkka CEPBUCOB AMHAMUYECKUX CEPBEPOB MMEH
(Dynamic DNS), uto no3BosseT nosy4yaTb YCTPOMCTBY C AMHAMUYECKMM BHewHum IP-agpecom no
LOMEHHOMY MMEHM.

B noameHto rpynnbl HacTpoek MpunoxkeHua (Applications) wenkHUTe Ha NnyHKTe AnHamuyeckunin DNS
(DDNS), nocne aToro noABMTCA OKHO KOHdUrypaumum

DDNS Timing Operation Trigger On4ine Data ICMP Chedk DU Interface Ched:

Dynamic Domain Name System (DDNS)

DDNS Setting
DDMS Service (O Enable @ Disable

Service Provider 38ip [:|
Server Port

User Name

Password

User Domain

Update Interval Seconds [ 120 -65535 )

Puc. 3.3.4.1: OKHO HacTponKuM anHamuyeckoro DNS (DDNS)
HacTpoika anHammyeckoro DNS BKtoUaeT B cebs:

Bkntouenne DDNS [DDNS Service] : BkatouaeT n oTknto4aeT ncnonb3osaHue guHammueckoro DNS
Cepsuc [Service Provider] : Bbibop nocrasumka ycnyru: 88IP (www.88ip.net), 3322 (www.3322.0rg);
oversea DDNS service provider: DNSEXIT (www.dnsexit.com), ZONEEDIT (www.zoneedti.com), CHANGEIP
(www.changeip.com), Dyndns (members.dyndns.org); Bbl mokeTe BblbpaTb NyHKT Opyroi (Custom) u
BHECTW HAaCTPOWMKM AN5 CBOErO NOCTaBLLMKA YC/YT, €C/IN OH He NPeLCTaB/EH B CNUCKE.

Nopt [Server Port] : YcraHoska nopta DDNS cepsepa nocTasLimKa ycayru. 1o yMonyaHuio ncnonbayerca
nopr 80.

Mmsa nonbsosatena [User Name] : YcraHoBka vma nonb3osatena ana yyeTHOM 3anmcu

Naponb [Password] :YcraHoBka napons ans yyeTHo 3anmcm

Domen [User Domain] :YcraHoBKka gomeHa nocrtasLimKa ycayr
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WUutepsan obHosnenuna [Update Intervall : YcraHoska uHTepsana o6HosneHMs nHdopmaumm o6 IP
afipece ycTponcTsa.

3.3.4.2 Hactpoiika pa6oTbl no pacnucanumio (Timing Operation)

B noameHto rpynnbl HacTpoeK MpunoxkeHua (Applications) wenkHUTe Ha nyHKTe PacnucaHue (Timing
Operation), nocne 3Toro NOSBUTCA OKHO KOHOUIypauum:

DOMNS Timing Operation Trigger Ondine Data ICMP Chedk Interface Chedk

Timing Operation |

Timing Rules
Name ] sius | Comnand /peratngTime |
week-reboot | Disable | D23%*0Q \REBOOT IE_ lﬁ_

Puc. 3.3.4.2-1: OKHO pacnucaHui

Bo3moKHble aencTeus:

Nob6asutb [Add] : YcraHoBKa onepaumu n BpemeHm ee BbINONHEHUA

O6HosuTb [Refresh] : O6HoBAsSET MHbOPMaLWMIO Ha CTpaHMLE

M3menutb [Edit] : M3mennTb pacnucanme gna onepaumu.

Ypanuts [Del] : Yaanuts onepauuio

[na Toro ytobbl 40H6aBUTL ONEpaLLMIo BbINOJHEHMA NO PACAMUCAHWUIO, LLEKHUTE Ha KHOMKe A06aBuTb:
Add Timing Operation Rule |

MName

Status ® Enable O Disable

Action cusTomIzE [

Command

Set Time

Minute (0-59)
Hour (0-23)
Day (1-31)
Month (1-12)
YWeek 0-a)

Save Return
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Puc. 3.3.4.2-2: OKHO HaCTPOMKM onepaLmin U BpeMEHU BbINOJHEHNS

HacTpoiika BbINONIHEHMS ONepaLyn No PacnmncaHUIo BKAOYAET cleaytolime napameTpsbl:

Uma [Name] :YcraHoska umeHn onepaumm

Coctoanue [Status] : BknroueHme unm oTknoueHWe pacnucaHna na onepauum

Onepaumsa [Action] : Bbibop onepaunm gna BbinonHeHna no pacnucanuio. JocTynHbl Tpy onepaumm:
noakntoueHue (online), otkntoueHme (offline) n nepesarpyska (reboot)

YcraHoBka Bpemerun [Set Time] : [loctynHo 5 TMNOB BpeMeHM: MUHYTbI, 4acbl, AHW, MECALbI U HeAeNw.
Bce uto TpebyeTcs — BHECTU B NOJIA Te 3HAYEHMS, NPU KOTOPbIX onepauus Ao/KHa ObiTb BbINOJHEHA.
Ecnv BaM HY)KHO NepeyncinTb HECKOJIbKO 3HAaUYEHMIA BPEMEHM, — UCMO/b3YITe 3HaK 3anaTou (,), ecam
HYXHO YKa3aTb Nepuoa, — UCMOo/b3yinTe 3HaK gedurca mexay rpynnamm umodp (xx-xx). Hanpumep, Bbl
MOXXeTe BBOAUTb 3Ha4YeHMA MUHYT TaK: 1,2,3,10-15. OcTtanbHble NoaA 3aN0/JIHAKTCA aHANOMMYHO.

3.3.4.3 NogknouyeHue no TpebosaHuio (Trigger On-line Data)

B nogmeHto rpynnbl HacTpoek MpunoxkeHusa (Applications) wenkHWTe Ha NyHKTe MNogKAoYeHne nNo
TpebosaHuto (Trigger On-line Data), noc/ie 3Toro NOABUTCA OKHO KOHPUIypaLmm:

DONS Timing Operation Trigger Ondine Data ICMP Check DTuU Interface Chedk:

Data Trigger Setup

Status ) Enable & Dissble
Time limit for idle offine 120 Seconds
Dial-up overtime &l Seconds

Puc. 3.3.4.3: OKHO HaCTPOMKM NOAKAOYEHUA NO TPebOoBaHUIO.
MapameTpbl BKAOYAIOT B cebA:

Coctoanue [Status] : BkntoueHume nnm otknoueHne nogxnoueHns no TpebosaHuIo

Bpemsa 6e3 ceasu [Time limit for idle offline] : YctaHoska Bpemenun, koTopoe maplipytusatop 6yaet
OTK/IIOYEH OT CETM NPU OTCYTCTBMM AaHHbIX. 0 COOTBETCTBYET NOCTOAHHOMY NOAKNOYEHUIO.

Bpema nonbitTok nogxntoueHns [Dial-up overtime]: YcraHoska BpemeHu, B TeueHme KOTOPOro yCTPOICTBO
6yAeT NblTaTbCA NOAKNOUUTBLCA K COTOBOW ceTU. 0 03HaYaeT NblTaTbCcA 6ECKOHEYHO.

3.3.4.4 Npoeepka nogkntoueHna ICMP naketamu

B noameHto rpynnbl HacTpoek MpunoxkeHua (Applications) wenkHuTe Ha nyHkTe Mposepka ICMP
naketamu (ICMP Check), nocne 3Toro nosiBUTCA OKHO KOHbUIypauum:
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DOMS Timing Operation Trigger Ondine Data ICMP Chedk DTu Interface Chedk

undefined

ICHMP Check Rule

ICMP Check Service Q© Enable @ Disable

ICMP Check Address: 192.43.244. 18

ICMP Max Send Times: 5 Times
Interval: 5 Seconds
ICMP Check Timegut: 10 Seconds

=

Puc. 3.3.4.4: KoHourypauma nposepku nogkntodeHma ICMP naketamum
MapameTpbl BKOYAIOT B cebs:

Nposepka [ICMP Check Service] : BkatoueHue n oTKAIOUEHME NPOBEPKY

Anpec ana nposepkun [ICMP Check Address] : YcraHoska agpeca ana nposepku

MakcmanbHoe Konuuectso nepegay [ICMP Max Send Times] : YcTtaHoBKa MakcManbHOro Konnyectsa
OTMnpaB/iAeMbIX MAKETOB

WHtepsan nposepku [Interval] :Ycranoska uHTepsana nposepku

Osunpanne otseta [ICMP Check Timeout] : YcraHoBKa BpemeHM oxunpaaHna oTeBeTa, NOC/Ne KOTOPOTO, B
C/ly4ae OTCYTCTBMA OTBETOB, MPOBEPKA ByAeT cUMTaTbCA HeyAauYHOW.

3.3.4.5 NocnepoBatenbHbi nopt (DTU)

B nogmeHto rpynnbl HacTpoek MpunoxkeHua (Applications) wenkHUTe Ha NyHKTe MNocieaoBaTebHbIN
nopt (DTU), nocne 3Toro NoABUTCA OKHO KOHOUTYypauuu:
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Applications

DOMS Timing Operation Trigger Onine Data ICMP Chedk oTu Interface Chedk
DTU
DTU Setting

DTU Service: OEnable @ Disable

Work Mode: O server ® glient

Transmit Protocal: Crer @uop

Received Packet Max Length 1024 Bytes

Data Center Configure
Connect Max Connect
Interval Connect Timeout
IF Address Port (seconds) Time(tmes) J (seconds)
| Data Center-1 | | | | |
| Data Center-2 | | | | |
| DatsCenter-3 | | | | |

Heartbeat Settings

Heartbeat Service: ®Enable O Disable

Heartbeat Data: 1123456

Heartbeat Interval: seconds
Rs232 Setting

Rate:

Parity: Maone

Databits:

Stopbits: 1

Flow control: Mone

A
i}
o=
i
o
m
=
m
5

Puc. 3.3.4.5: DTU Interface
MapameTpbl HAaCTPOKKM NocneaoBaTeNbLHOro NopTa:

Mepepaya AaHHbIX NocnegosaTensHoro nopta [DTU Service] : BkaloueHune uam oTkaoueHne nepeaaymn
[LAHHbIX NOC/e40BaTeNbLHOrO NopTa

Pexkum pabotbl [Work Mode] : Bbibop pexuma paboTbi: Kak cepsep MK Kak KANEHT.

Npotokon nepeaaun [Transmit Protocol:] : Beibop npoTokona ana nepeaaun AaHHbIX.

Nopt [Port] :Ycranoska nopta (ana paboTbl B pexknume cepsepa)
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MakKcrmanbHbIi pasmep npuHumaemoro naketa [Received Packet Max Length] : Ycranoska
MaKCMMaNnbHOro pasmepa NPMHUMAEMOrO NaKeTa, AOMKHO ObiTb MeHblue 1024

HacTpoliku ueHTpoBs cbopa gaHHbix  [Data Center Configure] : Hactpoiika nogkatoueHuii K LeHTpam
cbopa gaHHbIX (419 paboTbl B peXKUME KANEHTa)

YctaHoBKa noaaepxkn coeanHenna [Heartbeat Settings] : Mpwu sBkatouennn npubop byaet otnpasnatb
onpeaeneHHoe KOANYECTBO AaHHbIX Yepe3 onpeneNieHHbI MHTepBaa BPeMEHU ANA NOAAEPHKKU
NOAKNIOYEHUA U NPeSoTBPaLLEHNA pa3pbiBa CBA3U

NapameTtpbl RS232 [RS232 Setting] : YcraHoBKa napameTpos nocneaoBaTeIbHOMO NOpPTa.

3.3.4.6 Nposepka uHtepdeicos (Interface Check)

B noameHto rpynnbl HacTpoekK MNpunoxkenns (Applications) wenkHMTe Ha nyHKTe MpoBepKa nHTepdelicos
(Interface Check), nocne atoro nosiBUTCA OKHO KOHbUIypaLmu:

DDMS Timing Operation ICMP Chedk Interface Check

Interface Inspect Service

Settings
Interface Inspecting ® Engble ' Disable
Interface MName WIRELESS I:l
Flow Direction send [
Inspect Interval Time 3 Seconds (2-1300)

v | v | sesen

Puc. 3.3.4.5: NpoBepka uHTepdelicos

Nposepka nHtepoeiicos [Interface Inspecting] : BkatoueHme unm otkatoueHe NpoBepKn MHTEPdENCOB.
Umsa nutepdeiica [Interface Name] : YcraHoska nposepsemoro nHtepdeiica.

Hanpasnenue notoka aaHHbix [Flow Direction] : HanpasneHwe notoka faHHbIX Npu nposepke.

Bpems nposepkun [Inspect Interval Time] : YcraHoska nHTepBana nposepky.

lMpedocmepexceHue:
ITa PpyHKLMA MCnoNb3yeTca ANA NpeLoTBpaLLeHMsa noTepm cBasu. Ecam B npouecce
NpoBepKUn MHTepdeiica Yepes Hero He NPOXOAAT AaHHble, TO Nocne 5 uHTepBan

NpoBepKM ycTpoincTeo nepesarpysutca. ICMP TpaduK oT mapLipyTmMsaTopa He
yuntbiBaeTcs, Ho ICMP TpaduK K yCTPOACTBY MOXKET ObITb MCMONB30BAH AN NPOBEPKM.

3.3.5 be3onacHoCTb (Security)

Koraa Bbl LeNIKHWUTE Ha KHOMKe besonacHocTb (Security) noABuTca cneayloliee oKHO:
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Firewall

Firewall Rules

Filter Option
Firewall Service @® Enable O Disable
Default Action @® Accept O Crop
PIMNG Accept @ Enable O Disable
Remate HTTP Access Q Enable @ Disable

IP Filter Rules

[0 Jerotoco | SCaddress | DS addess | cion ] Status ] Operatn |

MAC Filter Rules

[ cd [ sove [l cancd [ mefiesh

Puc. 3.3.5-1: OKHO ycTaHOBOK 6e30nacHoOCTH
MapameTpbl 419 HACTPOMKMU:

Mexcetesoit akpaH [Firewall Service] : BkntoueHne v OTKAIOUEHME MEKCETEBOTO 3KPaHa.

Nonntuka no ymonuaHuio [Default Action] : YcraHoBka nonnTvKkK, NpumeHaemoit K nepesasaembim
naketam no ymosdanus: Accept (MpuHumatb) nnm Drop (oTBepraThb)

NpuHaumatb PING [PING Accept] : BkatoueHue unm otkatoueHne otseta Ha PING 3anpoc.
YaaneHHbit HTTP-gocTyn k web-untepdeiicy [Remote HTTP Access] : BkatoueHune unm otknioueHme
y4aneHHoro goctyna K web-uHtepoeicy.

[na nobasneHuns, pefakTMpOBaHMA UAKN yaaNeHUA NPaBUI MEKCETEBOrO 3KpaHa NPUMEHAIOTCA
cneayoLLme KHOMKM:

Nob6asutb [Add] : [do6asuTb NnpaBnno mekceTeBoro sKkpaHa.

MU3menntb [Edit] : M3mennTb npasuna mexceTesoro skpaHa.

Yaanute [Del] :Yaanenue npasun mexceteBoro skpaHa.

LenkHuTe JobasuTb (Add), nocne aToro nosasuTca cneayiolilee OKHO KOHGUrypaLmm:
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Firewall

Firewall Rules |

List Content

Please Choose Filker Type ) IPFileeri ) MAC Filter

|

Puc. 3.3.5-2: HacTpolika meKceTeBOro skapaHa

Bbl MoxeTe BblbpaTb Kakon GUALTP NPUMEHATb AN AaHHOro npasuna: IP-dunbtp (IP-Filter) unu
MAC-¢punbtp (MAC-Filter)

Mpwu BbIbOpE IP-PpUAbTPa NOABUTCA CeaytoLLee OKHO KOHOUTypaLmu:

Firewall

Firewall Rules

List Content
Please Choose Fiker Type @ IPFilter | MAC Fileer
]
Prokocal TP o+

Saurce IPfMask
Source Pork [1-65535)

Destination IP

Destination Park [1-A5535)
action ) Accepke) Dropl ) Reject
Skatus @ Enable | Disable

Puc. 3.3.5-3: KoHdurypaums npasuna IP-punbtpa

MapameTpsol IP-dunbTpa:

Upentndukatop [ID] :YcraHoska naeHtudpmkatopa npasuna

Npotokon [Protocol] :YcraHoska npoTtokona ana npasmna

Aapec/Macka UCTOYHUKA [Source IP/Mask] : YctaHoBka IP-agpeca 1 mackm nogcetTm NCTOYHUKA,
Hanpumep: 192.168.0.0/24.

Nopt nctounmnka [Source Port] :YcraHoska Homep nopTa McTouHMKa, Hanpumep: 80, 23, 53. MoXHO
nepevymcnaTb NOPTbl MW YCTaHABAMBATb AMaNa3oH NOPTOB.

Appec HasHadenuna [Destination IP] :YcraHoska IP-agpeca HazHauyeHMs

Mopt HasHaueHna [Destination Port] : YcraHoska nopta HaszHauyeHuA.

Denctene [Action] : Buibop aeiictBua ana naketa? ya0BAETBOPAIOLLENO YCAOBUAM Npasua: MNpuHATb
(Accept), Cbpocutb (Drop), OTKNoHUTL (Reject).

Coctoanue [Status] : BknaoueHume nnm otkntoueHune npasuna.
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Mpu Bbibope MAC-dMAbTPa NOABUTCA CAeAyroLLee OKHO KOHUrypaumu:

Firewall

Firewall Rules

List Content

Please Choose Filker Tvpe 1 IPFilkerie) MAC Filter

MaC Address {eqg, 00:14:40:34:61:3E)
Ackion ) Acceptie) Dropl ) Reject

Skatus @ Enablz ) Disable

Cancel Return

Puc. 3.3.5-4: HacTpolika MeKceTeBoro skpaHa

MAC-agpec [MAC Address] :Ycranoska MAC-agpeca.

Denctene [Action] : YcraHoBka aeicTBUA ANA AaHHbIX OT YCTPOWCTBA, Y/A0BNETBOPAIOLLETO NPaBUAY:
MpuHaTtb (Accept), CopocuTb (Drop), OTKNOHUTL (Reject).

Coctoanune [Status] : Bkatouenme n oTknoueHne npasuna

3.3.6 BuptyanbHas yactHasa cetb (VPN)
Mpy Wwenyke Ha NyHKTe MeH BupTtyanbHas 4yactHas ceTb (VPN) nossuTca noameHio cogepikallee
cnepyrowme nyHKTbl:

W L2TP

H PPTP

B GRE

W |Psec

Puc. 3.3.6: UHTepdelic HacTpoeKk VPN

3.3.6.1 Hactpoiika L2TP
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LITP FFTP GRE IPsec

L2TP Rules |

L2ZTP Client

[ teme | Senerorboman | Usemame Jsmws]  Agon

VPN Route Type
VPN Route Type Setting. ..

s | e |

Puc. 3.3.6.1-1: OKHO HacTponKmu L2TP nogKkntoueHni

No6asute [Add] : Job6asuTb noakntouermne L2TP.

M3menutb [Edit] : M3mennTb ycTaHOBKM noaxntoueHma L2TP.

Ypanute [Dell :Ypanuts nogkniouenne L2TP.

Coctosanne [View] : Mpocmotp coctoanua o L2TP noaxntoueHnn, BKAOYAA NpUHATbIE nakeTbl (RX)
NPUHATbIE C OLWIMOKON, NPUHATbIE U NaKeTbl Cbpoca, NPUHATbIE 6aiTbl, OTNPaB/eHHble NakeTbl (STX)
OTnpaB/ieHHble C OWMOKOM NaKeTbl, OTNPABAEHHbIE NaKeTbl cOpoca, OTnpaBAeHHble BaNTbI.

Tun mapwpyTusaumm L2TP noaknovenna  [VPN Route Type] : Ccbinka Ha OKHO KOHUrypaumm
NoAKAOYEeHUA K UHTepHeTy.

Mpu wenuke Ha KHonKe [o6aBUTb NOABUTCA CeAyloLLEee OKHO KOHdUrypaLmu:

LITP PFTP GRE IPsec

Add L2TP Connection |

L2TP Parameters
Mame

Status ® enable O Disable
Server IP or Domain
User Mame

Password

PPP Settings |

PPP Configures O Manual ® auto

Puc. 3.3.6.1-2: OkHO KoHurypaumm L2TP noakntoveHus

HacTtpoika L2TP-noakntoyeHus:

Uma [Name] :Ycranoska umenn L2TP nogkntoueHus.
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Coctoanue [Status] : Bknwouenune unm otknouenne L2TP noakatoyeHma
Anpec cepsepa [Server IP or Domain] IP-agpec nnu nomenHoe umsa L2TP cepsepa.

Uma nonbsosatena [User Name] : YcraHoska Mmenun nonb3osatens gna ydetHon sanmcu L2TP
NOAKNOYEHNA

Naponb [Password] : YcraHoska naponsa ana yueTHol 3anucu L2TP noakatoueHus.
Ycranosku PPP [PPP Configures] :Cm. 3.3.2.1

3.3.6.2 Hactpoiika PPTP

LITP PFTP GRE IPsec

PPTP Rules |

PPTP Client

VPN Route Type
VPN Route Type Setting...

s | v |

Puc. 3.3.6.2-1: OKHO HacTpoiku PPTP noakntoueHui

No6asute [Add] : Job6asuTb noakntoueHmne PPTP.

M3menutb [Edit] : M3mennTb ycTaHOBKM noakntoueHmna PPTP,

Yaanute [Del] :Yapanute nogkniouenme PPTP.

Coctosanne [View] : Mpocmotp coctoanua o PPTP noakntoueHnn, BKAKOYaAA NpuHATbIE nakeTbl (RX)
NPUHATbIE C OLIMBOKON, NPUHATbIE U NaKeTbl cbpoca, NPUHATbIE 6aliTbl, OTNPaBieHHble NakeTbl (STX)
OTnpaB/ieHHble ¢ OWMOKOM NaKeTbl, OTNPABAEHHbIE NaKeTbl COpoca, OTNpaBAeHHble 6anTbI.

Tun mapwpyTusaumm PPTP nogkntoueHna  [VPN Route Typel : Ccbinka Ha okHO KOHOMIypaLum
NOAKNOYEHUA K MHTEepHeTy.

Mpu wenuyke Ha KHonKe [1o6aBUTb NOABUTCA CeAytoLLEE OKHO KOHdUrypaLuuu:
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LZTP  PPTP  GRE  IPsec

Add PPTP Connection |

PPTP Parameters
Mame

Status & gnzble O Disable
Server IP or Domain
User Mame

Pazsword

PPP Settings |

FPP Configures O Manud ® auto

L
(1]
=
il

Puc. 3.3.6.2-2: OkHO KoHUrypaummn PPTP nogxntodeHumn
HacTpoika PPTP noakntoyeHus:

Uma [Name] :Ycranoska umenn PPTP nogkntouerus.

Coctoanmne [Status] : BkaioueHue unm otkaoueHne PPTP nogkaouenus

Apnpec cepsepa [Server IP or Domain] IP-agpec unu somerHoe umsa PPTP cepsepa.

WUmsa nonbsosatena [User Name] : YcraHoBka vmeHun nonb3osatens ana ydetHoit 3anvcu PPTP
NOAKNAOYeHUA

Naponb [Password] : YcraHoska napons ana yueTHoi 3anucu PPTP noakntoueHus.

Ycrarosku PPP [PPP Configures] :Cm. 3.3.2.1

3.3.6.3 Hacrpoiika GRE

LITP  PPTP  GRE  IPsec

GRE Rule |

GRE Clients

[0 | peerodemp ]| peerimep | merce | sws | Acon |

VPN Route Type
VPN Route Type Setting...
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Puc. 3.3.6.3-1: OKHO HacTpoiku GRE

Jo6asutb [Add] : Jo6asuTb TyHHenb GRE.

Usmenutb [Edit] : MUsmenuTsb yctaHoBKM TyHHENA GRE.

Ypanuts [Dell : Yaanuts TyHHens GRE.

Coctosanne [View] : Mpocmotp coctoanusa o GRE TyHHene, BKAOYas NpuHaTbie nakeTsbl (RX) npuHaTbie ¢
OLUMBKOM, NPUHATbIE U NaKeTbl cbpoca, NPUHATLIE BaliTbl, OTNPaBAeHHble NakeTbl (STX) oTnpaBAeHHble ¢
owmnbKol NakeTbl, OTAPaBAEHHbIE NakeTbl cbpoca, oTnpasAeHHble 6anTbl.

Tun mapuwpyTusaumum PPTP noakntoueHna [VPN Route Typel : Ccbinka Ha oHO KoHbUrypaumm
NoaKAoYeHUA K HTepHeT

Mpu wenuke Ha KHonKe [lo6aBUTb NOABUTCA CeaytoLLEE OKHO KOHUrypaLuuu:

L2TP PPTP GRE IPsec

GRE Conneck

GRE Pramekters

Status () Enable (@) Disable

ety

Peer Inner IP [ eavzacainges
Local Extern Interface modem | ¥

Puc. 3.3.6.3-2: OKHO KOHUrypaummn TyHHensa GRE

Coctoanue [Status] :Bknouenume nnm otkntoueHune TyHHens GRE

YaanenHbiin IP-agpec [Peer Extern IP] : YcraHoska yaanenHoro IP-agpeca, A40CTynHOro AN
NoAKNOHYEHUA.

YpanenHas cetb [Peer Inner IP] : YcraHoska yaaneHHol noacetu
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3.3.6.4 HacTtpoiika IPSec

L2TP || PFTP || GRE | IPsec

IPsec Configure

IPsec Service (@)Enable (Disable
IPsec Rules
Local Interface Remote IP Address Skatus EDIT

| psec || modem || 119.145,36.200 || Enable |

¥PN Route Type

WPM Rouke Tvpe Setting...

g Refresh

Puc. 3.3.6.4-1: OkHO HacTpownkm IPSec

No6asuts [Add] : Jo6asutb nogkntoueHme IPSec.

MU3menutb [Edit] : M3mennTb ycTaHOBKM NoakntoyeHus IPSec.

Ypanute [Dell :Ypanuts nogkniouenne IPSec.

Coctoanue [View] :Mpocmotp coctoaHuma nogxniouenns IPSec, Bkaouaa npuHaTtble naketbl (RX)
NPUHATbIE C OWIMBKON, NPUHATbIE U NAaKeTbl Cbpoca, NPUHATbIE 6aNTbl, OTNPaBAeHHbIe NaKeTbl (STX)
OTNpaB/IeHHbIe C OWMOKOW NaKeTbl, OTNPaBAEHHbIE NaKeTbl COpoca, OTNpaB/eHHble 6alTbl.

Tun mapwpyTusaumm nogrnodenmna IPSec  [VPN Route Type] : Ccbinka Ha 0HO KoHdUrypaumm
noaxnoyeHusn K MHTepHer.

Mpu wenuke Ha KHomKe [lo6aBUTb NOABUTCA CeaytolLee OKHO KOHUrypaLmu:
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Add IPsec Rule

Basic Configure

Status (_JEnable (@) Disable

Authentication Way I@

Encryption Protocol IE

Encryption \Way I@

Password I:l

Local Interface I@

Local etwark IP Address L tem1mzaes1ag24)
Remoke [P Address I:l

Remate Subnet O iemtmzaesnyze

Advanced Configure

Puc. 3.3.6.4-2: IPsec Setting Interface

HacTtpoiika nogkntouyeHus IPSec BkatoyaeT:

Uma [Name] : Mma nogxntouenmna IPSec

Coctosanue [Status] : BkatoueHwue u BbikNIOUEHME NOAKNIOYEHMA

Tun ayteHtudukaummn [Authentication Way] : YcraHoska Tvna ayTeHTUdMKaLMM

Npotokonbl [Encryption Protocol] : YcraHoska ncnonbayembix NPoTOKONOB AN noaxatoueHua IPSec
Bbi6op Tuna wudposanma [Encryption typel : YcraHoska Tvna wmudposaHna

Naponb [Password] : YcraHoska kntoua gns ayteHTudmnkaumm.

NokanbHbiii nutepdeitc [Local Interface] Ycranoska nHTepdelica ana npuema n nepegayn
WwindpoBaHHOro Tpadmka.

IP-aapec BHyTpeHHei cetn [Local Network IP address] :YcraHoska IP-agpeca BHyTpeHHel cetu
mapuwpyTtusatopa NosutpoH VR

YpanenHbiin IP agpec [Remote IP Address] : YcraHoBKka yaaneHHOro agpeca Ana NOAKAOHEHNA
IP-aapec yaanenHoli cetn [Local Network IP address] : YcraHoska IP-agpeca ceTu, AaHHble 418 KOTOPOIA
cnepyet WudposaTtb

3.3.7 MapuwpyTtusaums

Mpu BbibOpe NyHKTa MeHo Mapwpytusauma (Forward) noasutca NoAmeHIO, CodepKaluee cneaytouine
MYHKTbI:

B NAT & DMZ

B Cratnyeckas maplpyTmsauma (Static Route)

B Hactpoiika RIP (RIP) (Mo3uTtpoH VR 3G121)

B Hactpoiika OSPF (OSPF) (Mo3uTtpoH VR3G121)

Internet

MAT & DMZ Static Route RIP OSPF

Puc. 3.3.7: BknagKa «Bnepea»
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3.3.7.1 Hactpoiika NAT u DMZ

Mpwu Bbibope noameHto (NAT u DMZ)

Skatic Faute

NAT/NAPT & DMZ

MNAT/NAPT
MATIMAPT Services (@) Enable () Disable
DMZ Services (@) Enable () Disable
Route Mode

| tetrace o]

DMZ Host

| Cutside Interface Inside Address |

MAT/MAPT Rules

| Marme ok Cut Int-Face. Cutside Park Inside Address Inside Part |

Puc. 3.3.7.1-1: OKHo ycTtaHoBKK NAT n DMZ
MapameTpbl HacTpolikn NAT n DMZ BKknto4yatoT:

BkatoueHne NAT/NAPT [NAT/NAPT Services] : BkntoueHne unum sbikntoueHne pabotol NAT/NAPT
BrntoueHne DMZ [ DMZ Services] : BkntoueHue nnm BbiknodeHne DMZ

Mpu Wwenyke Ha KHOMKY A06aBMUTb NOABUTCA CNeAylolee OKHO KOHOUrypaunm:

Add NAT Configure

Select () Route Mode( ) DMZ() MAT

Puc. 3.3.7.1-2: OkHo KoHurypaumnmn NAT&DMZ

Buibop [Select] : Bbibop peskuma ana koHburypaumm
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1. Pexum poytepa

Mpwu BbIBOPE peXxrnma poyTepa NOABUTCA CNeAytoLLee OKHO KOHUIypaumm:

bic Rouke

Add MAT Configure

Select (8 Route Mode( ) DMZ() NAT

Interface lan v

Puc. 3.3.7.1-3: KoHuUrypaums pexmma poytepa
Hactpoiika pexxmma poyTtepa:

Untepdeirc [interface] : IP agpec nctouHnka B nakeTax, NPOXOAALLMX Yepes BblIbpaHHbIN nHTepdeiic He
6yneT 3ameHATbCA Ha IP agpec mapwpyTusaTopa.

3ameyaHue:

B HOpPMa/ibHbIX YCNOBUSAX B 3TOM OMLMU HET HEOHXOAMMOCTMY.

2. YctaHoBKa DMZ

Mpu BbIbOpE pexxknuma DMZ noasutca cneaytowee oKHO KOHPUrypaumm:

Static Faute

Add NAT Configure

Select () Route Mode(@) DMz() MaT

Cukside Interface lan b

Inside Address I:l

Puc. 3.3.7.1-4: Hactpoiika DMZ
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HacTtpoika DMZ BkatoYaeT cneaytowme napameTpsbil:

Untepdeiic [Outside Interface] : YcraHoska uHTtepdeiica, ¢ Kotopbim ceazaHa DMZ.
BHyTpeHHuit agpec [inside Address] : Ycranoska IP agpeca DMZ xocra.

3.  Pexum NAT

Ons kKoHdurypaumm NAT cywecTByeT cneaytowmii uHtepdelic:

Skatic Rouke

Add NAT Configure

Select () Rouke Mode( ) DMZ(@) MAT

Protocol EE

Oukside Inkerface lan ¥

Cukside Port: I:l
Inside Address |:|
Inside Part |:|

Puc. 3.3.7.1-5: OKHo KoHoUrypaumm NAT
MapameTpbl KOHOUrypaumm NAT:

Upentndukatop [Name] : YcraHoska naeHTudmkaTopa nepeHanpasneHus nopra.

Npotokon [Protocol] : YcraHoska npoTokona ans nepeHanpasaeHua nopra.

Untepdeitc [Outside Interface] : YcraHoska nHTepdelica, ¢ KoToporo byaeT nATM NepeHanpasneHve
nopta .

BHewHuit nopt [Outside Port] : Homep BHeLwHero nopTa, KOTOPbI HEOBXOAMMO NepeHanpasuTb BO
BHYTPEHHIOIO CETb.

BHyTpeHHuit IP agpec [Inside Address]) : Ycranoska IP agpeca, Ha KOTOPbIN HYXHO NepeHanpasuTb NOpT
BHyTpeHHuit nopt [inside Port] : YctaHoBka HOMepa BHyTPeHHero nopTa, Ha KOTOPbIM NPOVUCXOANT
nepeHanpasieHue.

3.3.7.2 HacTpo#Ka cTaTU4ecKMX MapLuIpyTos

Mpun BblbOpe nyHKTa MeHio CTaTMyeckne mapwpyTbl (Static route) noaBuTCA cneayrollee OKHO
KOHOUIypauum:
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bic Rouke

Static Route

System Current Route Table

Wigw Syskem Current Route Table YWiew Route Table

Routing Policy

Destination IP Subnet Mask, Gateway Interface ‘

Puc. 3.3.7.2-1: OkHO KoHUrypaumm CTaTUYECKUX MapLIPYTOB
MapameTpbl BKAOYAIOT B cebA:
Tabnuua mapwpytusaumm [ View Route Table] : OTo6paxeHue TekyLeit TabauLbl MapLIpyTU3aLmm

No6asutb [Add] : [do6aBuTb HOBbINM CTaTUUECKMII MapLIPYT.
06HosuTb [Refresh] : 06HOBUTL MHDOPMaLMIO

[na nobaBneHnsa CTaTMYECKOro MapLUpPyTa CieAyeT HaxaTb KHOMKY JJo6aBuTb

bic Rouke

Routing Policy

Destination TP [ ]

Interface LA v

Puc. 3.3.7.2-2: OKHO KOHOUIYPUPOBAHMA CTAaTUYECKOrO MapLIpyTa

MNapameTpbl:

Anpec HasHadeHna [ Destination IP: YcTaHoBKa aapeca y3na HazHayeHua

Macka noacetn [Subnet Mask] HacTpoiika macku noacetv yana HasHaueHUs

Wno3 [Gateway] : Hactpoiika IP agpeca, Ha KoTopblii ByaeT OTNPaBAATLCA BCe NakeTbl ANA y3na
Ha3HayeHuA

Untepdeitc [interface] :YcraHoska uHTepdelica, uepes KOTOpbI NakeTbl ByAyT HaNPaBAATLCA K Y31y
Ha3HayeHumA.
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3.3.7.3 Hacrpoiika RIP (3G121)

Mpw wenuyke Ha nyHKTe HacTpoiika RIP nosBuTca cneaytoliee oKHO KOHUrypaumm:

MAT & DMZ Static Route RIF QSPF

Dynamic Route

RIP Configure
RIP Service O enable @ Disable
Redistribute Connected QEnable @ Disable
Redistribute Static OEenable @ Disable
Redistribute Kernel QEnable @ Disable
Update Time | 30 | Seconds
Route Timeout | 130 | Seconds
Delete Garbage Interval | 120 |Secu:un|:|s

Add Save Refresh ‘

Puc. 3.3.7.3: OKHO HacTpoWku RIP
[J0o6aBunTb ceTb UK XOCT 418 obMeHa MHDOPMALMEN MOXKHO C NOMOLLLbIO KHOMKK [lo6aBuThb.
3.3.7.4 Hactpoiika OSPF (3G121)

Mpu BbIbOpe NyHKTa meHIo HacTpolika OSPF noaBuTca cieaytollee oKHO KoOHdUrypaumu:
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MAT & DMZ Static Route RIP QS5PF

Dynamic Route

0SPF Configure
OSPF Service QO enable @ Disable
Redistribute Connected QOenatle @ Disable
Redistribute Static Oenable @ Disable
Redistribute Kernel QO enable @ Disable

| 192, 168. 10, 10/32 | 0 Ei

| 192.168.3.0/24 | 0

[ e | A ]

1 B3 E=X |

Puc. 3.3.7.4: OKHO KoHdurypaumnmn OSPF

[J0o6aBunTb ceTb UK XOCT AN obMmeHa MHDOPMALMEN MOXKHO C NOMOLLIO KHOMKK [1lo6aBuTb.

3.3.8 UHcTpymeHTbI (System Tools)

MpM Wenyke Ha NyHKTe MeHl MHcTpymeHTbl (System Tools) nosBuTca nNogMeHio coaeprkallee
cneayloLme NyHKTbI:

MpocmoTp KypHana (Local Log)
CucTemHbIN KypHan (System Log)
Yacsl (Clock)

YyeTHas 3anucb (Account)
PesepBupoBaHue (Backup)
O6HoBneHue MO (Firmware Upgrade)
Mepesarpyska (System Reboot)

System Tools

Local Log System Log Clock Accaunt Backup Firmware Upgrade System Reboot

Puc. 3.3.8: System Tools Tab

3.3.8.1 MpocmoTp KypHana cobbiTuii

Mpw BbIbOpE MpPOoCMOTp KypHana NosBUTCA Cneaytolee OKHO:
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Local Log Swstem Log Clock. Account Backup Firmware Upgrade System Reboot

System Log

Classified Log

Swstem Log |message T

Log Tahle

Jan 1 00:01:16 3G-Router daemaon.debug madem[224]: 7 === (M OK~M Hhp_chat.c- =606} &
lan 1 00;01:16 3G-Router daemon.info modem[224]: gpio_driver{ 3003 Mgpio.c-=23}

Jan 1 00:01:16 3G-Router daemaon.debug madem[224]: fusrishinfpppd fusrishindpppd [devush/ts0 230400
connect chak -v -F jtmpimodem.chat modem file [trmpfmoden ., options nodetach{modem.c-=1184}

lan 1 00:01:16 3G-Router daemon.debug modem-info[232]: 7 << < (AT+CS0~Mi{hp_chat.c- =641}

Jan 1 00:01:16 3G-Router daemon.notice pppd[224]: pppd 2,44 started by root, uid 0

lan 1 00:01:17 3G-Router localZ.info chat[234]: abort on (BUSY)

Jan 1 00:01:17 3G-Router localz.info chak[234]: aborl 00:01:17 3G-Router local2,info chat[234]: timeout set to
5 seconds

Jan 100:01:17 3G-Router localz.info chat[234]: expect (OK)

lan 1 00:01:17 3G-Router localZ.info chat[234]: ~M

Jan 1 00;01:17 3G-Router localz.info chat[234]: Ok

Jan 1 00:01:17 3G-Router localz.info chat[234]: -- gotit

Puc. 3.3.8.1: OKHO NnpocmoTpa KypHana
HacTpoiku:
Tun xypHana [System Log] : Bbibop Tmna oTo6paxaemoro kypHana.
Mocne BbIbOpa TMMNa OTOOPAXKAEMOrO KypHana AOCTYNHbI Cneaytowmne AeiCTBUA:

Nokasatb [Show] : Bbisectn uHdopmaumio kypHana Ha 3KkpaH.
Ounctutb [Clear] : Ouncrtka nonsa sbiBoga XypHana

OTobparkeHue KypHana:

None sbisoaa xypHana [Log Table] :3aech oTobparkaerca MHGOpPMaLMa U3 XKypHana.

3.3.8.2 CucteMHbIit XKypHan

Mpu BbIGOPE NyHKTa CUCTEMHBIN KYPHa NOABUTCA C/eAytolee OKHO:

Local Log o Accounk Backup Firmware Upgrade

System Log Manager

System Log Setting
Local Log Status (®) Enable () Disable

Remote Log Status () Enable (@) Disable

b

Remate IP 192.168.8.123

Rermoke Paort 514
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Puc. 3.3.8.2: OKHO HaCTPOIAKN CUCTEMHOTO }KypHana
HacTpoiKa cMCTEMHOrO KypHaia MMeeT ceayolmne napameTpbl:
Nokanbbii >ypHan [Local Log Status] : BkatouaeT uam oTkaouaeT BeeHne N0KaNbHOrO XypHana.
YpaaneHHoe xpaHeHue xypHana [Remote Log Status] : BkatouaeT nnm oTkAouaeT BeaeHMe KypHaNoB Ha
yOaneHHOM cepBepe XKypHanupoBaHus.

IP appec yaanenHoro MK [Remote IP] : Ycranoska IP agpeca yaaneHHoro cepsepa »KypHaampoBaHus.
Nopt [Remote Port] : YcraHoBKa nopTa cepsepa yAaneHHOro }KypHaaMpoBaHNs

3ameyaHue:

[na ycnewHoro ncnonb3oBaHua GpyHKUMM Ha yaaneHHom MK gonkeH 6biTb 3anyuieH
cepBep XKyPHaNIMPOBaHMA.

3.3.8.3 CucremHble yacobl

Mpw BbIGOPE NyHKTa MeHI0 Yacbl NOABUTCA OKHO HACTPOMKM CUCTEMHbIX YacoB. PYHKUMA CUHXPOHM3AL MK
BPEMEHWN MOKET NPUHMMATb 3HAYEHUA: CUHXPOHM3auMA ¢ NTP 1 pydyHoi pexumm.

[NA yCTaHOBKM BPEMEHM BPYYHYIO BbIBMPAETCA PYYHOMN PeRMM.

Local Log em Log Clock Account Backup Firmware Lpgrade

System Clock

DOption
Time Svnch, Tyvpe
Set Date (YYYY-MM-DOY

Set Time (HH:MM; 550

Puc. 3.3.8.3: OKHO KOH)UIypaLmm BPEMEHN B PYHHOM PeEXMME
B pexxmme cMHxpoHusaummn ¢ NTP gocTynHbl cnegytowme napameTpbl:

IP agpec NTP cepsepa [NTP Server IP] : YcraHnoBka IP agpeca unu gomeHHoro umenu ana NTP cepsepa.
WUutepsan cuHxpoHmsaummn [NTP Synch. Interval] : YcraHoska nHTepBana cMHXpOHM3ALMN.
Yacosoi noac [Time Zone] : YcraHoska yacosoro nosca.

3.3.8.4 YyeTtHasa 3anucb
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Mpu Bbi6ope NyHKTa NoameHto YueTHas 3anucb (Account) BO3MOMHOMO M3MeEHeHWUA Napos, UCMOoAb3yeMoro
0N KOHGUrypaumm ycTpoicTsa. Mosasutca cneaylolee okHO:

Local Log [ Accounk : re Upgrade

Modify Password

Input Mew Password | |

Please Input New Password Again | |

Puc. 3.3.8.4: OKHO HaCTPOMKM y4eTHOM 3anuncu
HacTpoiiku yuyeTHOM 3anmncu BKAOYALOT:

Bsog, Hosoro napona [input New Password] : Mone ansa sBoaa Hosoro napona.
NoaTeepaenve napona [ Please Input New Password Again] : Mone ana nosTopHoro sBoga napons.

Mocne aToro BonguTe B KOHPUrypaTop NOBTOPHO.

3.3.8.5 PesepBupoBaHue

MyHKT meHIO Pe3epBMpoBaHMe NpenoCTaBAseT BO3MOMKHOCTb AeNaTb Pe3epBHble KOMWUM HacTPoeK
MapLpyT13aTopa 1, Npn Heobxo4MMOCTH, 3arpy*KaTb UX 06PaTHO B YCTPOMICTBO.

1. PesepBMpOBaHUE HACTPOEK

Local Log : Clock Accounk Backup Firmware Lparade

Backup Configuration (Router--=PC}

Configuration Files Items

Please choose the iterm to backup MP -

Puc. 3.3.8.5-1: OKHO pe3epBUPOBaHMA HAacTPOEK (4acTb 1)
JocTynHbl cneayolne aencTema:
CoxpaHutb Bce [Backup All] : CoxpaHeHue Bcex HacTpoek.

Coxpanutb [Backup] : CoxpaHeHue BbIBpaHHOM YacTM HaCTPOEK YCTPOICTBa
Otmena [Cancel] : Otmena onepauum.

2. BoccraHoBneHue HaCTpoeK
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Restore Configuration (PC-->=Router)

Pleasze restart the router after you restored the configuration!
Select File

Please select a file to restore

Puc. 3.3.8.5-2: OKHO pe3epBUPOBaHUA HACTpPoeK (4acTb 2)

JocTynHbl cneayoline AencTemA:
0630p [Select]) : Boibop dpaiina Ha MK gna BoccTaHOBNEHMA HACTPOeK

BoccraHosuTb [Restore] : 3arpyska napametpos c MK Ha ycTpoiicTso.
Otmena [Cancel] : Otmena onepauui.

3.3.8.6 O6HOoBNeHMue MO

Mpu BbIGOpE NyHKTa 06HOBAEHMe 0 NoABUTCA CeaytolLee OKHO:

Local Log wskern Log Clock Accounk Backup Firrmware Upgrade Swskem Rebook

Firmware Managemenkt

Please select a file bo upgrade

Puc. 3.3.8.6: OkHO 06HOBNEHMA NporpammHOro obecnevyeHuns

JocTtynHble aencteuA:

0630p [Select] : Bbibop daiina, coaepaliero Hosyto Bepcuio MO.
06HosuTb [upgrade] : Crapt 06HOBAEHUS.
Otmena [ Cancel: OTmeHa onepaumu.

06HosuTb [Refresh] : O6HoBNEHME MHDOPMaLMK Ha cTpaHMLe.

/

{;’ 3ameyaHue:

B npouecce 06HOBAEHWE He BbIKNIOYaTe MMTaHWE MapLLPYTM3aTOpa U He HapyLuaiTe

cBA3K ycTpoiicTtea c MK. MNocne 3aBeplieHnsa 06HOBAEHUA Nepe3arpysnTe YCTPOMCTBO U
6paysep.




=~

MNMOoO3IMTPOM PykoBopcTBO noab3osatena: 3G poyrep Mo3utpoH cepun VR

3.3.8.7 Nepesarpyska

Mpu BbIbOpe NyHKTa MepesarpysKa nosasuTCa caeaytoliee OKHO:

Local Log System Log Clock. Account Backup Firmyware Upgrade System Rebaat

System Reboot

System Information

Make sure that wou really want to Reboot the Rooter, IF vou reboot the syskem, please login bo swstem again.

Puc. 3.3.8.7: OKHO nepe3arpy3Kkun ycTpomncrea
JocTynHble gencTeuns

Nepesarpy3ka [Reboot] : Nepesarpyska cucremsi.

Mocne nepesarpysky HeoHXoAMMO NOBTOPHO 3anycTUTL bpaysep.

3.3.9 CocrossHMe
Mpu BbiIbOpe meHto CoCcTosHME NOABUTCA NOAMEHIO COAEPXKALLEE CeayIoLne NyHKTbI:

O6was nHdopmauus (Base Information)
JIBC (LAN)

Mogem (Embedded Modem)

Tabnnua mapwpytmnsaumm (Route Table)
DHCP knuneHnT (DHCP Client)

Internet Status

Base Information Lan Embeddad Madem Route Table DHCP Client

Puc. 3.3.9: NoameHto CoctoaHmne

Onucanue NOANYHKTOB:

O6uwas nidpopmauma [Base Information] : Obuwias unpopmauma o cucteme.

NBC [LAN] : Otobpaxenune nndopmaumm o Ethernet nopre ycrpoiicrsa.

Mogem [Embedded Modem] : OtobpaxeHue nHbopmaLmMmn 0 BCTPOEHHOM MoAeMe.
Tabauua mapwpytusaumm [Route Table] : Oto6paxeHue Tabanubl mapLipyTUsaumm.
DHCP knuent [DHCP Client] : Oto6pakeHne nHpopmaummu o DHCP.
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lasa 4 Yacto 3agaBaemble Bonpocbl u oteeTbl (FAQ)

4.1 AHanu3 HencnpaBHoOCTEN

C6oi1 1: HM oanH cBeTOAMOA, HE TOPUT.

MpoBepbTe KabenbHble COeAMHEHMA C ycTpoicTBOM. [lpoBepbTe, MOAKAOHMEH /iU
WUCTOYHUK NMUTaHUA, BKAIOYEH SIN OH, COOTBETCTBYET /IN HaMPAXKEHME UCTOUYHUKA NUTaHMA
OnMCcCaHHOMY B IaHHOM PYKOBO/CTBE.

Ecnn Bce kabenn NoAKNOYEHbI BEPHO, UCTOYHUK NUTAaHNA B NopAaaKe U HanpAaXeHue B
A0oNyCTUMOM AMnana3oHe, TO CBAXUTECH C NPOAaBLUOM AN1A OKa3aHUA NOMOLN.

Cbou 2: HectabmnnbHOCTb NOABASAETCA NOC/E NPOAO/IKUTENBHOM PaboThl.

MpoBepbTe, HAarpPeTo M YCTPOWCTBO, EC/IM YCTPOWUCTBO HArPeTo Ype3MepHOo, TO NOMECTUTE
ero B 6onee BEHTUANPYEMOE NOMELLEHME.

Fault 3: YcTpoicTBo He cTapTyeT

YpoctoBepbTechb B KOPPEKTHOM MOAKAOYEHUN UCTOYHMKA NUTAHUA.

C6oi1 4: YTo genatb Npu NOABAEHUM CnedytoLLero Bbisoga KomaHabl PING:

Pinging 192.168.8.1 with 32 bytes of data:
Request timed out.

Takon BbiBoA, KomaHabl PING yka3sbiBaeT Ha HenpaBuibHYtO paboTy KaHana nepepauu
OaHHbIX. [poBepbTe cnegytouee:
v WcnpaseH nn Kabesnb, ¢ NOMOLbIO KOToporo MosutpoH VR coeauHeH c¢
nK?»
(Mpn ucnpaBHom nogxntoveHun ceetogmos CeTb Ha MaplpyTusaTope
Mo3uTpoH VR gonkeH ropetsb).
v TpaBU/IbHO /M HACTPOEHO NOAKNOYEHME MO JI0KaNbHOW ceTu Ha MK?
(Echm appec yctporictea 192.168.8.1, To agpec MK pomkeH 6biTb ©3
AnanasoHa 192.168.8.xxx).

[na petanbHOM NPOBEPKM BbINOHUTE KOMaHAY ipconfig U3 KOMaHAHOM CTPOKM.
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C:\>ipconPuc

Windows IP Configuration

Ethernet adapter local connection:

Connection-specific DNS Suffix. . . . :

IPAddress...................:192.168.8.48

SubnetMask.................:255.255.255.0
IPAddress.................. :192.168.0.48
SubnetMask.................:255.255.255.0
Default Gateway ..............:192.168.0.254

(Beeaute: ipconfig? ana nonydeHua cnpaBKku No gaHHOW KOMaHAe)
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MpunoxeHune: OnucaHme npouecca o6HoBneHua MNO

NlnHeka mapwpytmnsatopos [Mo3uTpoH VR ob6nagaeT BO3MOXHOCTbIO OOHOBAEHUA
BHYTPEHHEero NporpamMmmHoro obecrneyeHmns ycTpomcTs.

O6HoBAEHUE C MOMOLLBIO Web-KoHburypaTopa:

Cepua yctporicte [Mo3utpoH VR nogaep:kmsaet o06HOBAEHWE MPOrPaMMHOIO
obecneyeHns npamo u3 web-uHTepdelica KoHPUrypauum yctpoiictea. Bolhaute B
web-koHdurypatop, eeeaa IP agpec mHtepderica LAN mam WAN mapupytmsatopa B
aApecHyto CTPoKy bpaysepa. LLeNKHUTE Ha NYHKTE MeHI0 MHCTPYMEHTbI, B MOABUBLUEMCA
noameHto wenkHute Ha O6HosneHne MO. LenkHute Ha KHonke O630p u Bbibepete
dain, npeaHa3HaYeHHbIN A1 06HOBNEHUS.

He BbIMONHANTE HWKAKUX OPYIUX AENCTBUA B KOHOUrypaUMOHHOM WHTepdeice Ao
3aBepweHns obHoeaeHua [MO. 3To MOXKeT npuMBecTM K cb6o0 B MNPOLWMBKE, W,
BMNOC/NEACTBMM K MOBPEKAEHUIO YCTpoicTBa. MMocne 3aBeplieHns obHoBAeHME NoABUTCA
coobLeHus, cogepKalLee MHbopmauuto o6 ntorax obHosneHus MO.

O6bluHO, MHObOpPMaLMA MOATBEPXKAAET YCnewHocTb obHosneHua MO, Ho, ecau
obHoBneHue MO NpoLwao HeyAauHo, Bbl MOXKETe MOBTOPUTbL NONbITKY 06HOoBAEHMA 0.

3ameyaHue:
1. Hukoraa He BbIK/AOYAMTE NUTaAHWME M He npepbiBaiTe cBA3b c K B npouecce
obHosneHus MO.




